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OFFICE OF THE SECRETARY OF DEFENSE

3140 DEFENSE PENTAGON
WASHINGTON, DC 20301-3140

DEFENSE SCIENCE
BOARD

MEMORANDUM FOR: Under Secretary of Defense for Acquisition, Technology
and Logistics

SUBJECT: Final Report of the Defense Science Board 2008 Summer Study on
Capability Surprise

1 am pleased to forward the final report of the Defense Science Board 2008 Summer
Study on Capability Surprise. This report offers important considerations for the Department
of Defense in response to future threats to our nation’s security.

This study concerns itself with the matter of capability surprise, which can arise from
many sources—scientific breakthrough, rapid fielding, operational innovation. It considers
two fundamental kinds of surprises: 1) those specific few, that because of their unique
characteristics and impact, the nation should be anticipating—referred to as “known
surprises”; and 2} those that arise unexpectedly out of a myriad of other possibilities,
seemingly without warning—the “surprising surprises.” The premise of the study is that
surprise cannot be eliminated, but it can—and must—be managed.

Today, the Department of Defense and the nation are not adequately prepared to
manage surprise—to reduce the potential for its occurrence or to respond rapidly and
appropriately, should it occur. Thus, the study’s recommendations focus on improving
critical processes and implementing new ones: scanning and assessment, red teaming and
exercising, rapid fielding, strategic intelligence, and integration and management.

1 endorse all of the study’s recommendations and encourage you to forward the report to
the Secretary of Defense.

Dr. Paul G. Kaminski
Chairman



OFFICE OF THE SECRETARY OF DEFENSE

3140 DEFENSE PENTAGON
WASHINGTON, DC 20301-3140

DEFENSE SCIENCE
BOARD

MEMORANDUM FOR: Chairman, Defense Science Board

SUBJECT: Final Report of the Defense Science Board 2008 Summer Study on
Capability Surprise

The instability and cultural complexities in today’s world, the breadth of security
challenges, and the capability not only of states, but of non-states and extremists to “make really
bad things happen” create an environment in which the potential for surprise has reached new
levels. As of yet the nation has found no simple form of deterrence to deal with this complex
environment. Thus, we as a nation must be prepared to deal with surprise in new ways.

This study addresses the issue of capability surprise—what it is, why it happens, what can
be done to reduce the potential for its occurrence, and how the Department of Defense and the
nation can be better prepared to respond appropriately.

Capability surprise can spring from many sources: scientific breakthrough in the
laboratory, rapid fielding of a known technology, or new operational use of an existing
capability or technology. A review of many surprises that occurred over the past century
suggests that surprises tend to fall into two major categories:

=  “Known” surprises—those few that the United States should have known were
coming, but for which it did not adequately prepare. For this category of surprise,
the potential and evidence are clear; the effects are potentially catastrophic; and
dealing with them is difficult, costly, and sometimes counter-cultural. We speci-
fically include space, cyber, and nuclear in this category today. We might also have
included bio, but with a focus on threats to military operations, we chose not to.

= “Surprising” surprises—those many that the nation might have known about
or at least anticipated, but which were buried among hundreds or thousands of
other possibilities. In this case, the evidence and consequences are less clear, the
possibilities are many, and the nation cannot afford to pursue them all.

In both cases, the biggest issue is not a failure to envision events that may be surprising. It is
a failure to decide which ones to act upon, and to what degree. That failure results, at least
partially, from the fact that there is no systematic mechanism in place within DOD or the
interagency to help decide which events to act on aggressively, which to treat to a lesser degree,
and which to ignore, at least for the time being. Thus, the principle recommendations of this
study focus on developing the approaches and the talent to better manage surprise—to prevent it
from happening or, should surprise occur, to be in a position to rapidly mitigate its consequences.

The Department must take several important steps in order to more effectively manage
capability surprise:

1. Integration and management of surprise at a high enough level to affect
senior decision making. Secretary of Defense formally establish a Capability,
Assessment, Warning and Response Office (CAWRO) to provide DOD senior



leadership with timely assessment and warning of potentially high-risk
adversary capabilities with options and recommendations for addressing them.

2. Red teaming as the norm instead of the exception. Secretary of Defense direct
the use of red teaming throughout DOD by developing and employing best
practice guides, intellectual focus in professional military education, and more
aggressive use of red teams in exercises. The Secretary should also lead by
example and establish a strategic-level red team to challenge and inform
national security and top level defense policies and strategies.

3. Rapid fielding that is truly rapid and can be effectively employed when the
circumstances warrant. The Under Secretary of Defense for Acquisition,
Technology, and Logistics establish a standing Rapid Capability Fielding Office
(RCFO) to improve DOD capabilities for addressing priority surprise capability
gaps and supporting urgent war fighter needs.

4. Pointed improvements in “strategic” intelligence. The Director, National
Intelligence Warning Office, in the National Intelligence Council, provide
adequate resources for “strategic intelligence” and establish a cell within the
CAWRO. The cell and its interaction with the CAWRO support multiple
objectives —to better monitor adversary intent and capabilities over time, to
help focus collection efforts on key activity signatures, and to continuously
update key adversary vulnerabilities that the nation can exploit. Improvements
are also needed in the area of detecting foreign denial and deception.

5. For known surprises, the Secretary of Defense establish a formal mechanism
to ensure Department progress in addressing the limited number of most critical
threats. Focus is needed on ongoing assessments; operational exercises, games,
and red teaming; and improving the nation’s abilities to deter, detect, prevent,
mitigate, fight through, and use appropriate offensive measures.

For surprise management to be successful, however, there needs to be support from
leadership at the highest levels—a recurring theme of this study. Emphasis should be placed
on encouraging alternative viewpoints, requiring broad risk/opportunity assessment,
integrating and synthesizing, and enhancing knowledge through cross-domain teaming,.
Without such leadership, the tendency will be to maintain the status quo ... and the nation
will be seriously surprised.

IME Gt ’ A s

Dr. Miriam John Mr. Robert Stein
Co-Chair Co-Chair
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The 2008 Defense Science Board summer study addresses the issue of

capability surprise—what it is, why it happens, what can be done to reduce the
potential for its occurrence, and how to better prepare the Department of Defense
(DOD) and the nation to respond appropriately.

Surprise is not a new phenomenon and can spring from many sources. This
study examined three domains that characterize the manner in which adversaries

most often create capability surprise.

1.

Operational innovation. Adversaries develop a new and unanticipated
operational capability by employing new tactics, techniques, and
procedures rather than new materiel or weapons. Often this type of
surprise emerges when existing equipment is used in ways that were not
anticipated or for objectives that were not foreseen. The nation missed
the signs, often contained in written doctrine or live exercises, indicating
the potential or lacked the imagination to think “out of the box.”

Adaptation of new technology. Adversaries employ new, previously
unused technology and adapt it to their needs. The United States is
unaware of the new technology (which is not a common occurrence) or
did not imagine (or more likely did not believe) that an adversary would
employ the new technology against our nation.

Rapid fielding. Adversaries develop a new military capability using
existing systems or technology, but transition it to a fielded capability
much more quickly than anticipated. The United States may be aware of
the development but is surprised by how quickly it emerges in the field—
often assuming that adversary processes to field new systems mirror the
lengthy ones in DOD.

Study members convened in separate panels to examine each of these
potential sources of surprise. Through the lens of its surprise domain, each panel

crafted

recommendations aimed at improving U.S. capabilities to prevent,

respond to, and/or mitigate the consequences of surprise.
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The results of this study are presented in two volumes. Volume 1, the Main
Report, presents a synthesized view of the findings and recommendations of the
full study membership. This volume, Volume 2, Supporting Papers, reports self-
contained discussions by each of the study’s three principal panels—Operations,
Technology, and Transition and Fielding—and provides considerably more detail
on many aspects of the material presented in Volume 1.

While the detailed findings and recommendations provided Volume 2 do not
in all cases represent the synthesized view of the full summer study membership,
the fundamental issues contained in each of the panel reports are largely in
agreement with the synthesized view. The three panels reporting herein agree on
the need:

» To establish a high-level organization, the Capability Assessment, Warning,
and Response Office, to provide DOD senior leadership with a mechanism
to manage surprise.

= To establish an organization within the Office of the Under Secretary of
Defense for Acquisition, Technology, and Logistics to aid in rapid
transition and fielding of new war fighting capabilities that will improve
DOD’s ability to address priority surprise capability gaps and support
urgent war fighter needs. This organization should be formed through the
consolidation/elimination of the numerous, and largely suboptimal,
“rapid” organizations already existing in the Department.

*  For establishing red teaming as the norm instead of the exception and for
improving strategic intelligence—two areas essential to enhancing the
Department’s surprise management capabilities.

* For leadership support at the highest levels if the Department and the
nation are to be successful at managing surprise.

Where some of the recommendations in this volume may differ from those in
Volume 1, the differences lie in the implementation details. And although we, as
chairs of this study, support the implementation paths found in Volume 1, we
nevertheless feel that the alternative implementation approaches described in
this volume are both viable and important to report.



Part One.
Operational
Innovation
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Chapter 1-1. Introduction

This report, prepared by the Operations Panel of the Defense Science Board
2008 Summer Study on Capability Surprise, provides richer detail about the
impact of surprise on military operations, past historical examples of surprise,
and other areas addressed in the study. The summer study was charged with
examining the many facets of capability surprise that an adversary can inflict on
the United States. Specifically, the study considered three different domains in
which capability surprise can occur: (1) surprise in the laboratory, (2) surprise
during transition from concept to fielded product, and (3) surprise introduced by
the unconventional or unforeseen use of an existing capability. The Operations
Panel focused on historical examples of “surprise” in an attempt to derive
insights that may be useful for minimizing capability surprise in the future.

Although most people possess an intuitive grasp of the concept of surprise, a
single definition, particularly in the context of national security and military
operations, is elusive, but likely includes:!

*  to cause to feel wonder, astonishment, or amazement because of
something unanticipated

* to come upon or discover suddenly and unexpectedly

* to make an unexpected assault on

*  to elicit or bring out suddenly or without warning

= acompletely unexpected occurrence, appearance, or statement

* an assault made without warning

* to strike the enemy at a time, place, manner for which he is unprepared
= astonishment felt when something totally unexpected happens

= the discovery of a reality that was previously hidden

= (act of) surprise is in the hands of our enemies ... but the effects of
surprise are in our hands

As Peter Schwartz and Doug Randall of the Monitor Group noted in their
February 2008 article, “Ahead of the Curve: Anticipating Strategic Surprise,” a

1. http://dictionary.reference.com/browse/surprise
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strategic surprise has three key elements that differentiate it from the run-of-the-
mill surprises that are common in today’s complex world:

* It has an important impact on an organization or country.

* Because it challenges the conventional wisdom—*“the official future,” as
we like to say—it is difficult to convince others to believe that the surprise
is even possible.

* Itis hard to imagine what can be done in response.

Thus, strategic surprises can be categorized as those patterns of events that, if
they were to occur, would make a big difference to the future, would force
decision-makers to challenge their own assumptions, and would require tough
decisions. As Mr. Schwartz notes, “Strategic surprises usually reshape the rules of
competition. The question then becomes: What are the assets needed to win, and
when do strengths become weaknesses, and vice versa? Vantage point also
matters; something can be a strategic surprise for one company or country but
not for another, because an event’s impact may be felt differently.”

In the final analysis, however, surprise cannot be avoided. It will happen.
While the act of surprising the United States might reside in the hands of an
enemy, many of the immediate effects remain in our own hands. Therefore, it is
critical that the nation maintain the capacity within its institutions and decision-
making processes to rapidly react and adapt to surprises at all levels. Because of
America’s inherent culture of pragmatic adaptability, its economic capacity, and
military and social stability (staying power), our nation tends to handle most
surprises well at the tactical and operational levels. The nation has also, on
certain occasions, recognized the potential of existential surprise and committed
resources as “insurance” against the catastrophic. Perhaps the most compelling
example of a successful policy to mitigate capability surprise was the evolving
U.S. strategy for nuclear deterrence during the Cold War.

However, we as a nation do not routinely deal well with strategic or existential
surprise for which planning and flexibility are important. We do not understand
the true nature of the conflict. We do not question initial assumptions. We are not
clear about strategic goals and objectives, and are even less clear in understanding
our adversaries’ mindset. We are poor at planning and integrating across all
elements of national power. We are slow to appreciate and adapt to changing
situations. And we do not do a good job of assessing impact beyond the immediate
effects and/or compellingly conveying it to senior leaders.
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The conduct of the war in Iraq in recent years has demonstrated many of
these deficiencies. The United States entered into that conflict without a clear
idea of its true nature and without questioning its basic assumptions.
Consequently, the nation soon found itself surprised that the situation failed to
develop along the strategic lines first envisioned. Our “system” did not transmit
information about the changing nature of the conflict to the highest national
command authorities in a manner that was sufficiently compelling to force
change. A large component of this problem stemmed from the reluctance of
senior political and military leaders to question their initial assumptions until
well into the conflict. Consequently, they did not consider new strategies or
policies that were more appropriate to the true situation.

Most surprises do not occur within a single domain. Rather, they appear across
domains or at their intersection. For example, nations or their military forces are
rarely surprised by the existence of a new technology. More often, surprise is
brought about either by the use of some preexisting technology in a novel way or by
an anticipated technology being developed in an unexpectedly short time.
Moreover, small or lower levels of surprise can have dramatically disproportionate
effects if they are misunderstood or not managed appropriately. Thus, the
perceived inability of the United States to cope with the tactical surprise presented
by the widespread use of improvised explosive devices (IEDs) in Iraq affected
public support for the war. In essence, tactical surprise was creating a strategic
impact with far-reaching policy implications—and we as a nation were surprised by
the connection between the two. Going one step further, it is even conceivable that
strategic surprise can transform itself into an existential crisis if national leadership
fails to understand and control its potential.

The remainder of the Operations Panel report examines in further detail
“operational” surprise—where an existing capability is used in an innovative or
unforeseen manner. Chapter 1-2 begins with an assessment of the emerging
security environment and its challenges. The report then turns, in Chapter 1-3, to
a discussion of modern cases of operational surprise. Chapters 1-4 and 1-5
examine two areas of surprise in depth: cyber surprise and surprise in space. The
report concludes with a discussion about creating operational surprise.
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Chapter 1-2. The Emerging Security
Environment

Looking back over the past twenty years, the changes that have
occurred in the security environment are significant in both numbers
and scope. And these changes presage more to come in the future. The
capabilities available to the U.S. armed forces to defend the nation—
ranging from precision strike to stealth technologies—are substantial
and increasingly sophisticated. Unfortunately, those who wish the
United States harm or bare us ill will are also the beneficiaries of a
growing arsenal of capabilities. The playing field in conventional warfare
will likely still favor the United States and its allies for some time into the
future—considering our resiliency and the depth and breadth of our
collective capabilities. However, affordability, technological availability,
and cultural and ethical mindsets that are very different from those of
our nation have allowed potential adversaries to bring a different game
to the field—one that is more favorable to them and the dimensions of
which will likely not be fully known to the United States. As a result, the
nation can and will be surprised. Yet, even as surprise cannot be avoided,
the ébility to anticipate, prepare, mitigate, adapt, and even reverse
surprise is not only possible, but paramount to the security of our nation
and its people.

Compelling Changes

Of the many changes that have and will continue to occur in the
national security environment, perhaps the most compelling are greater
international integration and interconnectivity, major power dynamics,
new and novel technologies and techniques, the rise of non-state players
who possess the ability to inflict significant harm, and demographic
change. The sections that follow discuss each of these factors in turn.
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Greater International Integration and
Interconnectivity

Globalization will remain the most influential trend through the
next decade. Increasing interconnectivity and interdependence will
likely sustain world economic growth and raise world living standards
in the aggregate. At the same time, while much of the world will reap the
benefits of globalization, those states and regions that are left behind
will face deepening stagnation, political instability, cultural alienation,
and the potential for societal and individual radicalization.

Advances in communications and transportation remain core
enablers of this era of globalization, surpassing previous periods. The
scope of players (multinational corporations and former “backwater”
nations) and the speed of action (transactions and travel within a day or
less vice a week or more) accrue to a far broader and diverse group.
These compressed timescales place a much higher premium on
planning and preparations, and the United States will need to rely more
heavily on partners to help stay ahead of the pace and to ensure
effectiveness and avoid over-stretching U.S. capabilities.

Even where globalization is perceived to be progressing, exposure
to—and integration into—a broader global community can change the
nature and stability of societies by weakening existing norms and
creating unforeseen and unpredictable situations. In broad terms, some
Middle East regimes continue to reject global integration, fearing
challenges to their authority. Additionally, much of sub-Saharan Africa
lacks the infrastructure and leadership to connect globally. Even where
connections have been made in trade and commerce, the relationship is
uneven and, in a growing number of cases, detrimental. Local
merchants cannot compete or the local labor force is ill-equipped to
participate. A growing backlash to globalization is not only visible in the
developing world but within segments of the populations in Europe and
North America.

Major Power Dynamics

Major power conflict remains unlikely in the near term, although
competition for resources and influence are points of increasing friction.
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The emergence of China, India, and Brazil, with their growing economic
power and expectations, is challenging and transforming traditional
20th century institutions and practices. Additionally, despite its
demographic crisis, Russian influence will likely increase because of its
upsurge in oil wealth. Additionally, one should expect an increasingly
aggressive Russian security posture, resulting from Russian concerns
about encirclement from the West and a craving for respect from the
international community. From a Russian perspective, enlargement of
the North Atlantic Treaty Organization (NATO) and placing missile
defenses in former satellite states are not surprising causes for concern.

China’s growing global footprint is also an increasingly significant
consideration for U.S. security interests and its strategy for regional
engagement. China’s presence is most prominent in Africa and Latin
America, where China is winning contracts for mineral extraction
through attractive aid packages to develop transportation and commu-
nications infrastructures. China now ranks close to both the United
States and Europe in total trade with Africa and is pursuing significant
investment and trade opportunities in Latin America.

In 1991, Chinese direct investment in Africa was less than five
million dollars a year. By 1994, it was around $25 million and by 1999
just short of $100 million. Just seven years later, He Wenping, director
of the African Studies division in the Chinese Academy of Social
Sciences, stated that direct Chinese investment in Africa reached $1.25
billion in 2006.2 China’s trade with Africa has also grown sharply, from
$11 billion in 2000 to an estimated $50 billion in 2006. Most of the
trade is in Africa’s favor, through export of oil, minerals, and other
natural resources.3

Trade between China and Brazil hit $12 billion (U.S.) in the first half
of 2007, a year-on-year increase of 30.1 percent, according to statistics
from the Chinese Ministry of Commerce. Brazil is now one of China’s
main suppliers of iron ore and soybeans, while China is a fast-growing
supplier of electronic goods and components to Brazil.4

2. “China in Africa: It’s Still the Governance Stupid,” Foreign Policy in Focus,
March g, 2007.

3. China Ups the Ante in Africa, Center for Strategic and International Studies,
December 2006.

4. “Call for Greater Chinese Investment in Brazil,” China Daily, December 28, 2007.
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Demand for energy will remain a critical factor in international
relations as emerging economies become increasingly dependent on
fuel growth, particularly in China and India. Distribution has become
a significant challenge, with energy production further away from
consumers.

Growth in the demand for energy and basic materials (such as steel
and copper) is moving from developed to developing countries,
principally in Asia. For example, demand for oil in China and India will
nearly double from 2003 to 2020, to 15.4 million barrels a day. Asia’s oil
consumption will approach that of the United States—currently the
world’s largest consumer—by the end of that period.5

The complexity and interconnectedness of the majority of regional
security issues demand broader strategic collaboration. However, the
willingness of existing and emergent world powers to collectively seek
solutions is uncertain. That willingness in recent experience has come
haltingly and the trend looks to continue. The future relevance of

"institutions like NATO and the United Nations may require their
transformation.

New and Novel Technology and Techniques

Rapid advances in basic and applied technology, combined with a
global community predisposed to share knowledge, is dramatically
increasing the availability of sophisticated technologies. The use and
misuse of new capabilities will continue to stimulate the global economy
and improve quality of life, but may also increasingly challenge U.S.
defense and security capabilities. Major surprise from the unanticipated
use of increasingly available technologies is becoming more and more
likely. For the foreseeable future, investment and research in new
technologies around the world will be driven primarily by the private
sector—and not just in the United States and Europe, but in Korea and
Japan as well. Centers of science and technology excellence are
emerging in China, India, Singapore, and Brazil.

Worldwide research and development (R&D) expenditures,
unadjusted for inflation, rose from $377 billion in 1990 to $810 billion

5. “Global Trends in Energy,” The McKinsey Quarterly, February 2007.
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in 2003, the last year of available data. The Organisation for Economic
Cooperation and Development (OECD) countries' share dropped from
an estimated 93 percent to 84 percent of the total over the period.
Governments around the world are increasing their R&D funding to
support the development of high-technology industries. However,
private R&D support has often expanded more rapidly, leading to a
declining share of government support in total R&D in many countries.
The relative decline in the United States had been very steep—the
federal government share fell from 48 percent in 1990 to a low of 26
percent in 2001. Changes after September 11, 2001, largely in defense
and national security R&D, raised the bar to 31 percent in 2004.
Whether or not that increase will be sustained is an open question. In
the European Union, the government share diminished from 41 percent
in 1990 to 34 percent in 2001.6

In many cases, technology advances will amplify other trends.
Computing has already enabled developments in biotechnology—in
bioinformatics and modeling of protein folding, for example. Quantum
computing will no doubt allow even greater sophistication and speed in
these developments. The absorption of technology is also an issue.
Societal norms and political leadership will govern the incorporation of
technological change in global societies, with profound economic, social,
political, and military implications.

Foreign R&D advances have also resulted in new or novel weapons
and weapons systems. Not surprisingly, many of these programs are
focused on countering U.S. capabilities, particularly in the areas of
precision, access, and information. Potential adversaries will seek a
range of low-cost options that they hope will level at least part of the
playing field with the United States—or, even better, secure
asymmetric advantages.

Non-State Players

Irregular challenges will ebb and flow for the United States in the
coming decade, but they are generally on a steady upward trend line. Of
particular note is the increased potential influence of individuals and

6. National Science Foundation, Division of Science Resources Statistics, Science
and Engineering Indicators, 2006,
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groups. Non-state actors have greater access than ever before to a range
of capabilities to threaten or inflict considerable damage. While the
ability of one individual to make a significant impact is hardly new, the
scope, nature, and potential damage from such impacts has grown
exponentially in the past two decades. The ubiquitous availability of
computers, the Internet, and mobile communications technologies
provide adversaries with the capability to instantaneously transfer
information, as well as collaborate with like-minded individuals
anywhere in the world. Dual-use equipment, materials, and
technologies are proliferating around the world through a web of
commercial ventures that are nearly impossible to track, much less to
control, to prevent their use in malicious ways. Perhaps the most
troubling aspects of the empowered individual or group are the ability
to remain anonymous, to mask intent and capability, and to act in a
manner that is seemingly, at least to the United States, irrational.

Organized crime, militants, and terrorist groups now exploit the
prime enablers of globalization, taking full advantage of advanced
communications and transportation. Criminal groups rely not only on
the ungoverned spaces of weak states for refuge and basing, but also
feed off the fragility and vulnerability of emerging economies. Through
illicit networks, ready cash flows, and willing recruits, they can quickly
constitute and command an armed force that rivals or even surpasses
the capability of many of the law enforcement and security forces in
areas from Latin America to Central Asia.

These non-state actors are often more flexible, more willing to accept
greater risk, and, therefore, able to act more rapidly than traditional state
actors. They are characterized by horizontal and flat organizational
structures. Furthermore, their sustainment is centered far more on the
cause or purpose of the group, than who is in charge or which physical
assets or territory they possess. Thus, removal of leaders or damage to
infrastructure does not constitute the same vulnerability as it does in a
nation state. Finally, fringe elements of terrorist groups often will act
independently, because they do not require central direction. These
highly decentralized, cellular adversaries challenge the United States’
ability to attribute threats and plan effective interdiction strategies.
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Demographic Change

Global demographic trends will have far-reaching consequences for
U.S. interests. Some of these trends are well underway and are
reshaping the global landscape. Most developed countries’ birth rates
are below the population replacement level and their populations are
aging. Thus, there will likely be increasing demands on the contracting
labor force to fund social programs. For some states, such as those in
Western Europe, these funding demands will increase pressures to cut
military budgets. '

For the first time in history, a majority of the world’s population lives
in cities. As that trend continues, urban infrastructure and services may
have difficulty meeting increased demands. Furthermore, urbanization
tends to concentrate precisely in the demographic groups most inclined
to violence. This seems particularly true in the Middle East and Africa.
Some urban areas already lack legitimate governance and security. That
said, ungoverned rural areas, like those in Pakistan, are still problematic.

Security Environment Challenges

The Flow of Information

The increased speed and dissemination of information and
disinformation has already fostered a more complex security operating
environment. Situational awareness favors the agile, adaptable, and
knowledgeable. Additionally, mass media, in all its forms, has proven to
be both beneficial and detrimental. While the rapid distribution of
information on events aids in understanding the operational picture, it
also contributes to background noise, confusion, and misrepresentation
of the actual events. Furthermore, the rapid flow of information has a
noticeable effect on decision-making processes. Leaders are often driven
by the need to “get ahead of the breaking story.”

The ability to hide information has also taken on greater importance
in a world with instant communications. Steganography, combined with
encryption techniques, embed hidden communications within digitized
images, providing secure communications channels “in plain view.”
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Social networking and virtual worlds are emerging venues for
communications. Their use is largely being defined by the next
generation. Older generations are casual observers at best with limited
or passive participation. This informal “news” network has exacerbated
the content and trust issues of more formal venues. Information,
accurate or inaccurate, is spreading rapidly through the public domain
and causing reaction.

The challenge for U.S. operations now and into the future is in
maintaining a common operating picture of the battle space, deciphering
what is real, uncovering what is missing, and making and communicating
decisions above the “noise.”

The Nature of Governance

Over the coming decade, demographic, economic, environmental,
and cultural changes will place increasing pressure on the world’s
governments. Some will fail. Weak states and ungoverned spaces will
challenge regional institutions to enforce security and will complicate
the ability to take meaningful, enduring action. Areas of the world
experiencing chronic state failure will evolve with emergent networks of
local, informal governance, such as in Afghanistan and Somalia. Both
reverted to indigenous systems lacking conventional legal or moral
constraints. The potentially destabilizing effects of poor governance and
the lack of rule of law will affect U.S. security interests and complicate
engagement strategies.

Globalization Dependency

While taking part in globalized trade has economic benefits, a host
of potential downsides accrue as well. National and international
commercial infrastructures, such as financial institutions, ports, and rail
lines, are subject to attack. Additionally, the reality that much
manufacturing is internationalized and the origin of suppliers is not
always known can create vulnerabilities. Similarly, the United States is
increasingly dependent on services provided from offshore; this
represents yet another potential source of vulnerability.
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Chapter 1-3. Modern Cases of Capability
Surprise

There is an old saying, “you don’t know where you're going if you
don’t know where you've been.” In this spirit, the Operations Panel
examined historical cases of “surprise,” paying particular attention to
determining why the surprise occurred. Consideration was also given to
understanding the consequences of surprise and mitigation and
stabilization strategies, with the goal of capturing insight that might help
the nation avoid surprise in the future and inflict surprise on others.

Categories and Causes of Surprise

There are countless cases of surprise, but for the purposes of this
study, the focus was narrowed to relatively modern examples, dating
from World War II to the present. The selection of case studies also
endeavored to identify examples of surprise in three principal
categories: cases where the United States was surprised; cases where the
United States inflicted surprise; and non-U.S. examples of surprise. The
fourteen cases examined (Table 1-1), while by no means comprehensive,
provide ample evidence of why surprise has occurred in the past. These
case studies proved useful as a means to gain insight into why surprise—
both good and bad—happens, and what impact it has had.

Surprise from New Capabilities

New capabilities are often at the heart of surprise. It is important to
note, however, that while technology is often the engine that powers a
new capability, the existence of the technology, in and of itself, is not a
surprise. In all of the cases examined during this study, the technologies
were known. The source of surprise came from the innovative use of the
technologies, the timing of the introduction of the capability, or the
unexpected implication of the capability.
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The German blitzkrieg in World War II is a good example of a new
capability arising out of the imaginative use of existing technologies.
Great Britain, France, Germany, the Soviet Union, and the United States
all developed and experimented with airplanes, tanks, and radios
between the two world wars; only Germany successfully combined them
into a new operational capability before World War II.

In the case of Sputnik, surprise was caused by the first employment of
a new technology—although the potential was known. The fact that the
Soviet Union was first into space shocked the American public. It was
inconceivable that the Russians could launch into space before America.
As a result, Sputnik initially caused a large measure of national hysteria.
The knowledge that the rocket that carried Sputnik into orbit could also
carry weapons into the United States was cause for alarm. More
importantly, Sputnik was a warning that the United States was falling
behind the Soviet Union in scientific areas in which the United States had
long believed it was dominant. In the immediate aftermath of its launch,
however, Sputnik served as an example of how surprise can be exploited
or reversed. The United States undertook a massive campaign to boost
science education (National Defense Education Act) and created
governmental organizations, such as the Advanced Research Projects
Agency (ARPA) (later to add the word “Defense” and become the Defense
Advanced Research Projects Agency (DARPA)) and the National
Aeronautics and Space Administration (NASA), to increase U.S. space and
science capabilities.

Dropping the atomic bomb on the Japanese is another example of
surprise that resulted from the first use of a new capability. The
potential of nuclear fission was not a surprise to the scientific
community. Indeed the U.S. program was originally motivated by the
knowledge that the Germans were well on their way to creating a fission
weapon. The first use by the United States against Japan, however,
created sufficient shock within the Japanese state to force its
unconditional surrender within days. This capitulation was largely
unimaginable by those in control of Japan before Hiroshima. Indeed,
more destruction and death had been—and would have been—visited on
Japan with conventional weapons than by the atomic bombs.
Eventually, others eliminated the U.S. atomic monopoly by developing
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their own weapons. Ironically, the atomic surprise for the United States
was how rapidly the Soviet Union developed these weapons.

All capability surprise is not, however, necessarily limited to
offensive weapons or actions. Here, the “soft power” example of the
Berlin Air Lift is instructive. During the Berlin Air Lift, the United States
used its asymmetric air transport capabilities to thwart the Soviet
attempt—by blockading ground access to Berlin—to essentially starve all
of Berlin into their sphere of influence. The Soviets could not imagine
that the United States could move sufficient food and fuel into West
Berlin by air to sustain the population. The air lift did just that and, as a
result, Soviet policy was frustrated. Furthermore, the United States
realized from this experience the importance of strategic lift and
escalated efforts to improve its capabilities for global mobility and
logistics. A few years later, when interest in the strategic movement of
troops and supplies around the United States became a concern of the
Eisenhower Administration, these lessons were applied to the creation
of the Interstate Highway System.

Asymmetric Capabilities Can Surprise
Dominant Militaries

History also shows that potential adversaries will adapt existing
technologies in ways that surprise stronger opponents and nullify their
supposed advantages—the so-called asymmetric threats. This was the
case with Hezbollah versus Israel in the 2006 Second Lebanon War.
In that war, the Tel Aviv military put its faith in stand-off attack by
artillery and air power, enabled by intelligence, surveillance, and
reconnaissance (ISR), as the primary means to coerce Hezbollah into
returning Israeli captives and to stop rocket attacks on Israel. This was
the prevailing Israeli view about how future wars would be fought.
During the conflict, it became evident that finding and destroying
Hezbollah’s short-range rockets was not feasible with airpower and ISR,
It was not until late in the conflict that Tel Aviv turned to its ground
forces to defeat Hezbollah. Unfortunately for the Israeli Defense Forces,
the Army had neglected high-intensity combined arms training,
focusing almost exclusively on low-intensity and counterinsurgency
threats from the Palestinians. They had become highly capable in this
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kind of warfare during the years countering the intifadas at the expense
of more conventional ground warfare.

Hezbollah’s use of widely available anti-tank guided missiles, mines,
and IEDs stymied what most believed until then to be the best Army in
the Middle East. Thus, the Second Lebanon War was a two-edged
surprise to Israel: their assumptions about future warfare were wrong
and their resulting capabilities were inadequate to confound the
Hezbollah threat. The Israeli Defense Forces fell victim to a classic
military “surprise”—fighting the “last war,” or fighting the war you “want”
as opposed to the “war you might get.”

The United States faced a similar situation at the end of Operation
Iraqi Freedom (OIF) with the onset of an insurgency and the proliferation
of IEDs. Quite simply, imagining and attempting to prepare for the
possibility of an insurgency was not allowed by key high-level civilian
leaders in the United States. Thus, best case assumptions about
conditions in postwar Iraq were never tested, and contingency planning
for what might replace the vacuum caused by the removal of Saddam
Hussein and his regime, and how best to do it, was not done.

As the insurgency began, the enemy began employing IEDs,
particularly against unarmored support vehicles. Initially, much of the
explosives used in the IEDs came from unsecured Iraqi ammunition
dumps. IEDs are not a new phenomenon—they caused significant
problems for U.S. operations during the Vietnam War. However, the
scale, scope, and extensive use of these weapons surprised the
Department of Defense (DOD) when they began causing significant
casualties in Iraq.

The U.S. vulnerability to IEDs, as well as the broader issue of
unanticipated casualties, caused significant credibility problems among
the public and the body politic. Crash programs for body armor and
mine resistant vehicles resulted and a new organization was created,
initially the Joint Improvised Explosive Device Defeat Task Force
(JIEDDTF) and later the Joint Improvised Explosive Device Defeat
Organization (JIEDDQ). The continuing surprise, however, has been
the ability of the insurgent to adapt the IED triggering attack modes and
operational employment faster than the United States can develop
countermeasures or defeat mechanisms. Indeed, there may be no
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technical solution to eliminating IEDs. A key lesson from OIF is that
countering the insurgency, not just the insurgent’s weapons, is the
surest route to success. This was pointed out in the Defense Science
Board’s 2006 IED study, but the findings and recommendations to this
effect were not widely endorsed by the political leadership at the time.”
Planning for and resourcing post-major combat operations are
necessary precursors to a successful strategy that precludes the
emergence of an insurgency.

All this is not to say the United States cannot itself inflict
asymmetric capability surprise. Operation Enduring Freedom, which
caused the collapse of the Taliban in Afghanistan and put Al Qaeda on
the run, was a major surprise to the enemies of the United States. More
distant examples include the awakening of the U.S. “sleeping giant”
after Pearl Harbor; the development and employment of the atomic
bomb; the ability of the United States to project power in a host of
contingencies since World War II; and the integration of stealth, speed,
and precision attack in Operations Desert Shield and Desert Storm,
OIF, and elsewhere.

Operational and Tactical Surprises Can Have
Strategic and Political Effects

Understanding the fundamental nature of war and the adversary
one is fighting (Clausetwitz’s main dictum) is a precondition to
understanding the affects of surprise in the battlefield on national
policy. Indeed, Clausewitz’s oft-evoked notions about strategy, politics,
and the will of the people are still very instructive. Key to maintaining
the public’s support for military operations is their understanding of the
stakes involved and their confidence in the political-military leadefship.
Surprise in military operations for which the public is not prepared can
often have disastrous strategic consequences and unhinge policy—
despite short-term positive tactical or operational outcomes in the wake
of the surprise. Two examples make the point: (1) in Vietnam in the

7. Defense Science Board Task Force on Improvised Explosive Devices (IED), 2006
(classified). The bottom line of the findings was that the IED cannot be effectively
countered by playing defense at the tactical level. It requires an integrated strategic
campaign with components of offense, defense, strategic communication, and
intelligence. The primary issue is counterinsurgency.
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wake of the Tet Offensive; and (2) in Lebanon after the bombing of the
Marine barracks.

The 1968 Tet Offensive during the Vietnam War is perhaps the most
famous historical U.S. example of “winning a battle, but losing the war.”
Although U.S. and South Vietnamese forces decimated the communist
attackers after their initial attacks, the very fact of the offensive stunned
the U.S. public. Quite simply, U.S. political-military leaders had spun
the war to the American people, feeding them a never-ending stream of
glowing reports on the successful progress of the war. The Tet Offensive,
although it resulted in a crushing tactical defeat of the communists in
the field, came as a strategic surprise to the American people and was
the beginning of the end of the U.S. presence in Vietnam—and the South
Vietnamese government.

Tactical reverses can also have strategic implications. The 1983
bombing of the Marine barracks in Beirut, Lebanon is such a case. That
a terrorist attack could cause large numbers of casualties among highly
competent U.S. forces was a traumatic surprise to the American public.
Preventing this enemy action was eminently possible—if its possibility
had been anticipated. In the aftermath of the bombing President Ronald
Reagan withdrew U.S. forces from Lebanon.

Thus, when there is dissonance between what the government says
will happen and what does happen, even surprise at the operational and
tactical levels, can affect strategy and policy. More recently, the United
States came close to a similar juncture in Iraq during the early years of
OIF. The American public had been told that Iraqi civilians would be
“cheering in the streets,” that there would be no insurgency, and that a
U.S. military presence would overwhelm what little resistance
remained. Yet, the daily toll of IEDs on American troops began to grow
and continue without interruption or any seeming solution. Once again,
a tactical weapon was having a strategic impact.
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New Organizations and Talent Can Create
Significant Operational Capabilities to Create
or Mitigate Surprise

This historical review also highlighted the fact that there are cases in
which focused government attention on a problem and the recruitment
of talent can make a significant contribution to creating surprise or
mitigating its effects. The Manhattan Project that created the atomic
bomb is one well-known example where the talents of a nation were
mobilized to a specific purpose. The Manhattan project was also an
enormous organizational endeavor, demanding unparalleled resources
and program management. Furthermore, the Manhattan Project was
something that the private sector of the day could not have
accomplished—the U.S. government was fundamental to creating the
atomic bomb.

Injecting special, non-traditional expertise into government or
military institutions can also create new capabilities. This was the case
in Great Britain during World War II. In 1939, the British government
realized that their intelligence services were not sufficient to the tasks
that would confront them in modern war. Consequently, they undertook
the large-scale recruitment of highly talented individuals, e.g., scientists
and mathematicians, to their intelligence services. Code-breaking and
scientific intelligence made major contributions to understanding Nazi
intentions and capabilities, thus averting surprise and confounding
German operations. The formation of the 10t fleet in 1942 to counter
German offensive operations in the North Atlantic is another example of
a special, nontraditional organization (a “fleet” with no ships and only
50 permanently assigned personnel) that had a game-changing effect on
a previously unsolvable problem.

JIEDDO is a current example of an institutional response by DOD to
the problem of IEDs in Iraq and Afghanistan. Here, again, an
organization was created and tasked to marshal the necessary talent and
bring together under one roof many different disciplines in order to solve
a specific problem that exceeded the capacity of existing institutions to
resolve. It is highly unlikely that an extra-governmental organization, in
and of itself, could have dealt with this challenge. Contemporary and
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future challenges in the realms of cyber, space, nuclear, biological, and
others will surely demand similar leadership by the United States.

Stabilizing after Surprise is Critical

The ability of a nation to stabilize after surprise is a critical capability.
After the attack on Pearl Harbor the United States was able to accelerate
the industrial and manpower mobilizations already begun prior to the
attack. In retrospect, the scale and scope of this mobilization was
staggering in both manpower—particularly in the Army {Table 1-2)—and
materiel (Table 1-3).

Table 1-2. U.S. Army Manpower Mobilization, World War 118

Year Officers Enlisted Total

1940 18,326 250,697 269,023
1941 99,536 1,362,779 1,462,315
1945 891,663 7,376,295 8,267,958

Table 1-3. U.S. Materiel Mobilization in World War II,
1941-1945°

Military Aircraft 293,066
Tanks 88,079
Motor Transport Vehicles 3,200,436

The comparative advantage U.S. industrial mobilization provided
was especially stark when comparing the massive U.S. shipbuilding
effort to that of the Japanese (Table 1-4).

8. Russell F. Weigley, History of the United States Army (Bloomington: Indiana
University Press, 1984), p. 599.

9. W. F. Craven and J. L. Cate, eds. The Army Air Forces In World War II: Volume
VI Men and Planes (Chicago: University of Chicago Press, 1955; reprint,
Washington, D.C.: Office of Air Force History, 1983), p. 352; and Harry C. Thomson
and Lida Mayo, The Ordnance Department: Procurement and Supply
(Washington, D.C.: United States Army Center of Military History, 1960; reprint,
1991}, pp. 263, 296.
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Table 1-4. U.S. and Japanese Ship Production in World War II'°

Type Japanasof U.S. asof Japan U.S.
December December Production Production
1941 1941 During War During
War

Battleships 10 17 2 8
Aircraft 10 8 16 141
Carriers
Cruisers 36 36 9 48
Destroyers 113 171 63 349
Escorts 0 0 0 498
Submarines 63 112 167 203

It is also important to note that the United States was able to
mobilize within a homeland sanctuary. American industrial sites, unlike
those in Europe and Asia, were never attacked. Furthermore, after the
fall of the Philippines in May 1942, the Unites States largely set the
timetable for engaging the enemy: the United States took the offensive
when it was ready. The first U.S. campaigns against the Japanese began
in New Guinea in July 1942 and Guadalcanal in August 1942. Naval
actions came earlier, with the Battle of the Coral Sea in May 1942 and
Midway in June 1942.

In the European theater, the first major offensive, in North Africa,
began nearly a year after Pearl Harbor in November 1942 and the U.S.
Army Air Forces flew their first bombing mission against the European
continent in October 1942. In many ways, American resilience and
capacity were the greatest surprises of World War II. The Pearl Harbor
surprise pales in comparison to the surprises of abject defeat visited on
the Japanese and Germans. The key to all of this was a strong national
will, a reserve capacity that could surge, and leadership.

In all the wars it has fought since World War II, the United States
has had the advantages of material wealth and physical sanctuary.
Actual “hot” wars—the Korean War, the Vietnam War, the two Gulf
Wars, and a host of contingency operations—have always been fought

10. John Ellis, World War II: A Statistical Survey (New York: Facts on File, 1995),
PP- 245, 280.
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on the opponents’ territory with expeditionary forces possessing
enormous technological and materiel advantages. Nevertheless, these
operations have resulted in mixed success. And, even more significant,
the U.S. advantages of enjoying sanctuary and largely deciding when
and where to fight appear to be eroding.

The bombing of the World Trade Center in 1993, the attacks by Al
Qaeda on September 11, 2001, and Titan Rain beginning in 2003 are all
indications that sanctuary from actual attack on the homeland, enjoyed
by the United States for most of its history, is tenuous. Furthermore,
unlike the Cold War, during which the United States faced nations that
because of certain circumstances—e.g., centralized civilian leadership,
known value system, vulnerable assets high on that value system—could
be deterred, the ability to deter current and potential state and non-
state adversaries is not certain. Thus, the determination of when and
where action will happen—and surprise—is no longer the sole province
of the United States.

One final lesson from World War II, Korea, and Vietnam is
important: the U.S. ability to mobilize is different than it was during
these earlier conflicts. The United States began conscription in
September 1940, over a year before the attack on Pearl Harbor.
Manpower needs in Korea and Vietnam were also met through
conscription. Finally, the scale and comprehensiveness of World War II
industrial mobilization is almost unimaginable today.

These two characteristics of the past U.S. strategic situation—
physical isolation and immense mobilization capacity—come together in
an important way that affects future U.S. resilience and its capacity to
recover from surprise. Manpower, absent conscription, is a relatively
fixed resource and is compounded with the reality that moving to
conscription bears enormous political costs and has embedded delays
even if such a decision were to be taken. Industrial mobilization, given
the complexity of modern weapon systems and the globalization of U.S.
manufacturing capability is also a limitation. In short, future conflicts,
be they against emerging state or non-state actors, will likely be with
forces and capabilities in being. Thus, the pre-war preparatory phase so
vital to U.S. success and resilience in World War I, or the ability to hold
the line during the Korean War, may be capabilities of the past.
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Surprising One’s Self is Often the Problem

There is also the very real issue of self-inflicted surprise. This can
happen in many ways and several aspects are dealt with below.

Focusing on the Story One Wants

It is understandable that institutions focus their intelligence
resources on the threats that are perceived to create the greatest
vulnerabilities. It is also true that this focus on what is most likely to
happen diverts resources from alternative assessments. Thus, ironically,
one’s own activity can cause surprise, particularly when intelligence
appears to support the story one wants to believe. Furthermore,
indicators about “the” surprise are often thought at the time to be “noise,”
because they do not fit or support the presumed most likely case. This is
what happened in the Pearl Harbor attack. As Roberta Wohlstetter wrote
in her book Pearl Harbor: Warning and Decision, U.S. political and
military leaders did not believe Japan had the capability to attack Hawaii,
and thus were focused on other possibilities. Wohlstetter notes: “the
very human tendency to pay attention to the signals that support current
expectations about enemy behavior.” She also explains the broader
implications of such a focus on the most probable: “If no one is listening
for signals of an attack against a highly improbable target, then it is very
difficult for the signals to be heard.” And viewpoints that do not conform
to expectations are often not able to fight their way to the attention of
policymakers because they do not comport with what they believe are the
most likely cases. The dots are there, but no one sees them, much less
connects them.

This inability to “connect the dots” is thus very understandable.
C. V. Wedgwood explained this dilemma quite nicely: “History is lived
forward, but it is written in retrospect. We know the end before we
consider the beginning and we can never wholly recapture what it was
like to know the beginning only.”2 Thus, retrospectively, it is easy to
draw a straight line from the 9-11 attacks back to evidence that terrorists

11. Roberta Wobhlstetter, Pearl Harbor: Warning and Decision (California: Stanford
University Press, 1962), p. 392.
12. C.V. Wedgwood, William the Silent (London: Phoenix Press, 2001}, p. 35.
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were taking flying lessons and that there was consideration of using
airliners as weapons. On September 10, 2001, this was noise.

Surprising one’s self is not, however, always simply a failure of
imagination or an inability to find indicators in the noise. Often, it is a
combination of the above with an institutional unwillingness to recognize
the handwriting on the wall. The case of the Germans continuing to pass
operational information via their Enigma machines is such an instance.
The Germans failed to consider the possibility that the allies were reading
their mail. The rigorous steps the allies took to safeguard the fact that
they were getting Enigma intelligence were fundamental to maintaining
the ULTRA secret. The Sputnik case also falls largely in this category. U.S.
leadership could not imagine the Soviets would get into space first and,
thus, overlooked some indicators that indeed the Soviets were on that
path. This error is not unlike the one made about the ability of the Soviets
to build atomic and hydrogen bombs much more quickly than believed
possible. A certain degree of hubris, leading to the belief that “they can’t
do that” or “they wouldn’t dare to do that,” was a frequent underlying
cause to many of the surprises this summer study examined.

Furthermore, there is the pernicious case of institutions repressing
intelligence that does not support prevailing views or, even worse,
spinning the intelligence to fit expectations. During the Korean War,
General Douglas MacArthur’s staff in Japan consistently misjudged first
North Korean, and then Chinese intentions, despite having substantial
intelligence that each would attack. This intelligence did not fit the
“story.” Similarly, there was warning before the Tet Offénsive that the
communists were going to attack. A number of military officers and
civilian analysts held the view that post-war conditions in OIF were not
going to be what the administration promoted before the invasion, but
those views were suppressed from being acted upon. Similarly, the
Israelis, for the most part, knew the capabilities Hezbollah possessed
before the 2006 Second Lebanon War but did not fully prepare to deal
with them. In each of these events, senior leaders—both political and
military—deluded themselves about the downside possibilities of their
actions and could not see, underestimated, or ignored their opponents’
capabilities and intentions. As a consequence they were surprised.
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Failing to Revisit Assumptions and no “Plan B”

Perhaps the most recent and compelling example of not revisiting
assumptions is the U.S. plan for post-war Iraq in the wake of the 2003
invasion. The central assumption was that the Iraqi people would treat
the coalition as liberators and that there would be a smooth transition
to a stable, democratic society.

These central assumptions about Iraq were never rigorously
challenged before OIF. Worse, dissenting views were suppressed.
Consequently, any effort to create a “Plan B” that might be put into
effect if an alternative future occurred other than that which was
envisioned was soundly turned off. Lack of a Plan B also points to a
failure in strategic planning. Rather than assuming successful combat
operations will directly lead to the realization of policy objectives, one
needs to envision and plan for an end-state that can be realized before
operations commence. Furthermore, a successful strategy is also highly
contingent on understanding the enemy and having capabilities to
implement plans within the context of what is achievable. Here, cultural
understanding and knowing what one can or cannot accomplish in
given timeframes are critical and should shape the strategy.

Similarly, the German failure to revisit the critical assumption that
their Enigma machine messages were secure provided a significant
advantage to the allies. Not imagining that their messages were being
read, the Germans continued to use Enigma until the end of the war.
This experience also points out the role of deception in creating
surprise. Both the United States and Britain continually conducted a
variety of tactical operations specifically aimed at convincing the
Germans that they had no knowledge of Germany’s operational plans.

Failure to Adapt to a Changing Situation

Two of the cases assessed in this study highlight the phenomenon of
not adapting to the war one finds one’s self in, rather than the one that
was expected. Little, if any, action was taken to curtail the looting that
began after the fall of Baghdad, which was a precursor to the rise of
lawlessness and then insurgency throughout Iraq. It took nearly four
years for the United States to develop and execute a comprehensive
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counterinsurgency strategy in Iraq, largely because of the civilian
leadership’s insistence to hold on to its original strategy despite growing
evidence of an insurgent movement. Additionally, the slow response to
IEDs—against the Iraqi populace, the Iraqi security forces, and coalition
members—created enormous instability, undercut the perceived viability
of the civilian government within Iraq, and threatened public support for
the war among the United States and its allies.

Despite the lateness of the counterinsurgency strategy and
responses to IEDs, both initiatives have made remarkable contributions
to improving the situation on the ground in Iraq. Violence is down and
IEDs are more or less isolated events that “we are doing something
about.” Public support has stabilized and policy erosion has, for the
moment, been arrested.

The case of Israel in Lebanon is one in which no solution to the
Hezbollah rocket attacks was found throughout the 2006 war. There
was no adaptation that solved the problem and this Israeli failure has
created—both in the eyes of the Israeli public and the enemies of
Israel—a perception that the Israeli Defense Forces are not invincible as
once assumed. This view may embolden Israel’s adversaries, but it could
also lead to more aggressive behavior by Israel to regain the aura of
invincibility, which is central to its deterrent capability.

Seams Betwween and Within Institutions Can
Lead to Surprise

The Report of the 9-11 Commission is rife with instances where
various governmental agencies did not share intelligence. This is not a
new phenomenon, as shown by the attack on Pearl Harbor. Clearly,
stovepipes that exist between agencies can lead to the situation where
multiple actors know part of the story, but the integration (fusion)
necessary for prediction and'anticipation that would preclude or
mitigate surprise does not occur.

Today’s Requirement for Command Knowledge

The limitations of command, control, and communications heighten
the potential for operational surprise. U.S. commanders face a growing
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challenge to effectively employ an increasingly sophisticated force on an
increasingly complex battlefield. Achieving victory requires the
commander to orchestrate a complicated mix of assets. This mix
includes traditional general purpose forces, “black” capabilities, special
operations forces, cyber forces, intelligence sources and analysts,
clandestine assets, and interagency assets (e.g., law enforcement, civil
reconstruction, homeland security). The existence and characteristics of
some of these assets is tightly protected, and the commander has true
“command” over some but not all of them. Many assets whose
contributions are operationally decisive are often covert and protected
by unique security channels.

At the same time, the outcome of operations appears to be becoming
increasingly non-linear, favoring those who inflict versus those
attempting to counter surprise. The conflicts of the last two decades, in
which events shift quickly and unexpectedly, appear to exhibit an
increasingly bi-modal distribution of outcomes—either highly favorable
or highly unfavorable, with little in between. Put simply, the gradual
shifts in conflict have been skewed toward more unexpected, sudden
outcomes. As a result, the penalty for ineffective force employment is
both more rapid and severe.

Commanders and their staffs face an increasingly severe challenge
as they rotate through their jobs. While they are superbly trained in the
operations of military forces, they face enormous challenges in
understanding the existence, operational significance, technical
characteristics, and synergies among the special, covert, clandestine,
and interagency assets that might be employed in a given operation. The
fact that these critical assets vary by mission area, by region of the
world, by changes in threat, and by operational objectives further
complicates the challenges.

Operating across multiple security systems both within and across
DOD, the intelligence agencies, Department of Energy, and law
enforcement agencies adds yet another layer of complexity. In some
cases, neither the commander nor his staff have fully acquired the
knowledge of how best to employ these capabilities before they are
involved in actual operations. In some areas, commanders and staffs
start their tours of duty having to unburden themselves from a career’s
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worth of largely irrelevant doctrine; operational concepts; and tactics,
techniques, and procedures—and then master new ones. To achieve this
understanding, and to adapt and employ certain assets, requires deep
and broad technical knowledge in some cases, but cultural and social
knowledge in others. Given the breadth of knowledge required, and the
frequency with which commanders and staffs rotate through their jobs,
the challenges are daunting.

Finally, DOD has invested heavily to build a command, control, and
communications (C3) system for the general purpose force, and multiple
C3 systems at various classification levels for intelligence sources. Yet,
there exists (at the appropriate security levels) no coherent, operational
C3 system across the full range of assets and combatant command, joint
task force, and component commands. Similarly, the Department often
lacks the command and control tools to adequately understand the “full
picture” of U.S./allied, enemy, and neutral assets; truly evaluate
alternative courses of action; and plan execution of the preferred courses
of ‘action. These all limit the commander’s ability to understand the
situation and anticipate enemy courses of action. They also expose
commanders to unnecessary surprise and similarly limit their ability to
inflict surprise on the adversary.

As a result of the Operations Panel’s deliberations about capability
surprise, there are several steps that the Department could initiate to
ameliorate the problem:

« Re-allocation of classified technology, systems, and operations
experts to support the combatant commands, joint task forces,
and component units on a continuing basis. These experts may
be drawn from the science and technology, acquisition, war
fighting, development, and laboratory communities or from
federally funded research and development centers. They should
be fully cleared across those U.S. government activities
pertinent to the appropriate mission area(s) and threats. This
re-allocation should be accomplished no later than the end of
calendar year 2010.

= Re-allocation of C3 and classified program resources and the
necessary security policy changes to provide an operational,
multi-compartmented network and command and control
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system for the combatant commands, joint task forces, and
component units. This network should be assembled in
cooperation with the Director of National Intelligence (DNI)
(with eventual extensions to the Departments of Homeland
Security and State) and adopt a common security policy. The
network should permit encryption-based separation of
compartmented traffic, and appropriate transmission security
protection for organizations and sources whose existence is
classified. Most importantly, this network should be equipped
with automated gateways and manual transfer points enabling
the combatant commands to integrate information across
security channels under conditions set by the Secretary of
Defense and DNI. Finally, the command and control tools
described above should be hosted on this network and
engineered to requirements set directly by the combatant
commands and those component units designated by the
combatant commands. This capability should be established no
later than 2012.

Insights for the Future

Historical analysis can provide insights about the future by

underst

anding what others have experienced in analogous situations.

Essentially, history can provide vicarious, rather than direct, experience
that can be useful in considering options for the future. Nevertheless,
although history is not predictive, the cases examined highlight a number

of impo

rtant factors that should be a part of planning for the future:*3

The interconnected, globalized world, highly reliant on
networked communications and data sharing, provides
unprecedented opportunities, but also creates significant
vulnerabilities for the United States. Understanding current and
future threats, and developing strategies to cope with their
potential effects, are necessary steps for protecting key
capabilities and for maintaining U.S. capacity to surprise
potential adversaries.

13. See also Table 1 for a summary of the case studies, their cause, U.S. response,
institutional reaction, and overall lessons.
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Tactical and operational surprises can have strategic effects that
far outweigh initial perceptions of their consequences. The Tet
Offensive, the Beirut barracks bombing, and IEDs in Iraq all
show that policy objectives can be eroded by the reactions of a
surprised public to events that, at the time, seem to be either
minor setbacks or, in the case of the Tet Offensive, a precursor
to an operational victory. The “CNN effect” and the 24-hour
news cycle only exacerbate this issue.

Existing notions for deterrence, largely based on dealing with
state actors and framed by Cold War paradigms of massive
nuclear retaliation and containment, need to be revisited. These
notions, while still useful in some cases, are not universally
relevant to current or future security challenges that include
asymmetric strategies and non-traditional means of inflicting
mass casualties (e.g., biological) or effects (e.g., cyber).

Small numbers of non-state actors and new capabilities can
exert non-linear effects. Here, the examples of Titan Rain,

9-11, and IEDs in Iraq are instructive. In the realms of cyber,
biological, nuclear, and even conventional attacks, these actors
will certainly become more worrisome and, unlike the paradigm
of most state actors, extremely difficult or impossible to deter.

Future surprises may have a qualitatively different impact than
those of the past. In the past, the United States had more robust
crisis-oriented civil defense and public health resources that gave
it the capacity to absorb attacks, regroup, and respond. There was
also more capability to mobilize manpower and industry on a U.S.
timeline, because of the nation’s physical isolation. This is no
longer the case. Homeland security capacities, albeit improved
since September 11, 2001, are not sufficient to manage the
consequences of surprises from a broad gamut of threats faced by
the United States now and in the future. The nation no longer
controls the timeline, and usable capabilities will be those that are
in being when the surprise happens.

Because DOD contains much of the U.S. capability to create or
respond to surprise, it is a principal target for attack or
exploitation. DOD personnel, operations, installations, and
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information must be assumed to be at risk from foreign
intelligence attack and must act accordingly.

Strategic deception is clearly an important U.S. capability.
Inflicting surprise on adversaries through the nation’s own
considerable resources is a way to create devastating
asymmetries and wicked problems for adversaries.
Consequently, strategic deception may be a key to solving
wicked problems in the United States.

These general statements can and should be focused on two areas

that offer major potential for strategic surprise in the future:

Current and past U.S. policy still tends to treat space as a
neutral area. This simply is no longer the case and thus creates a
sanctuary for adversaries. Furthermore, space should be viewed
as a potential combat zone and the United States needs policies
that will drive both offensive and defensive space capabilities.

Cyber warfare is happening today. U.S. civilian and military
networks are being penetrated every day by sophisticated state
and non-state actors. Much like space, the United States has
assumed a posture that makes its network-centric society and
its national security institutions highly vulnerable to attack
and exploitation. The nation needs a strategy that recognizes
this reality.
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Chapter 1-4. Surprise in the Cyber Domain

Over the past several years, DOD has become increasingly “net-
centric.” This has entailed deploying network-enabled capabilities and
making the necessary changes in doctrine, organization, training,
material, leadership and education, personnel, and facilities to execute
network-centric operations. A growing body of operational and exercise
experience points to the effectiveness of network-centric operations in a
variety of situations.

However, for all the increase in capability, DOD’s move to net-
centricity also brings heightened vulnerabilities—thus creating the
potential for surprise. In fact, many have recognized the network as a
“center of gravity” for disrupting U.S. military capabilities. The
Department’s networks are constantly being penetrated today, but these
penetrations have not yet reflected the full scope of potential damage
that could be inflicted by a skilled, patient adversary.

A central problem is the reality that the knowledge to deliver effective
attacks is pervasive. Readily acquired skills to attack, low costs of
equipment, and access to networks make the barriers to entry very low.
Moreover, since most network defenses are outward looking (“hard and
crunchy on the outside, soft and chewy on the inside”) insider threats are
a serious challenge. Further, the technical, political, and legal
complexities associated with attribution and defensive monitoring make
deterrence against cyber attack difficult if not impossible to achieve.

In the interest of functionality, rapid acquisition, and cost-reduction,
the government (and the commercial systems on which the government
depends) is increasingly reliant on commercial-off-the-shelf (COTS)
hardware and software. The consistent preference of functionality over
security in COTS further increases susceptibilities to attack.

There are several characteristics of cyberspace that create
opportunities for exploitation:
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Cyber attacks can be launched remotely, with global effects.

A cyber attack not only can affect information, but also
physically damage equipment and destroy user trust. User trust,
once lost, is very difficult and time-consuming to reestablish.

Attacks on cyber capabilities can be both kinetic and non-kinetic.

It is difficult, and sometimes impossible, to trace cyber attacks
or to attribute them. This characteristic impacts the ability to
deter, dissuade, or compel an adversary.

Cyber-related infrastructure is becoming more and more
homogenous (e.g., common operating systems, common routers,
and common fibers). This lack of diversity amplifies
vulnerabilities because single attacks can have much broader
impact.

Cyber attacks can be conducted autonomously, through
“botnets” and similar activities. Like biological agents, cyber
attack vehicles can be communicable and self-replicating.

Counters to cyber attacks often have negative consequences for
the defender. For example, disconnecting a user from the
network based on abnormal behavior could be equivalent to a
self-imposed denial of service attack, particularly if the user is
responding to an operational change. Conversely, an active
defense mechanism, such as an implant that corrupts or
damages a target system, reveals U.S. capability to the
adversary. In many cases, these can only be exercised once
before the adversary will close that exploitation path to us.

What is Being Done?

There are many ongoing activities aimed at preventing cyber

surprise or mitigating the affects should an attack occur. Yet many of

these initiatives are in formative stages and reflect only the first steps.

Much more will need to be done that builds from these initial steps.
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The Comprehensive National Cyber Security Initiative was launched
in May 2008. It includes: (1) guidance on departmental assignments,
resources, and government processes; (2) strategy for near-, mid-, and
leap-ahead initiatives; and (3) initiatives to develop cyber-related
policies and to enhance deterrence. This effort is comprehensive in
scope. However, it has not yet been adequately funded and its
deliverables are not anticipated for some time.

Overall, the department’s strategy for meeting cyber challenges is
based on a mix of mature and immature approaches. Mature approaches
include perimeter defense, enclaves, black cores, key management, and
public key infrastructure. Less mature approaches include initiatives in
biometrics-based, non-repudiatable identity and identity management,
and the trusted computing initiative.

Other initiatives include the following:

* new information assurance policies for the defense industrial
base

= steps to increase participation of red teams, and cyber and
information operations in exercises and game play

= within the classified domain, development efforts related to
war-reserve approaches, hedging strategies and technologies,
and ways to sustain trust

= growing interest in the private sector about information
assurance

= governmernt partnership with industry to provide more
information about threats
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Cyber Progress after the Summer Study

Since the conclusion of the summer study activities in late summer 2008, the newly
elected Obama administration, at both senior civilian and military levels, has shown a
much heightened interest in dealing with the potential for cyber attack. In testimony before
Congress, the Pentagon’s top information security official cited a 6,000 percent increase
over two years in attempts to penetrate DOD networks, from 6 million in 2006 to 360
million in 2008. During the winter and early spring of 2009 the following occurred:

=  Upon the President's order, a 60-day review of the U.S. cyberspace posture
was completed in May, resulting in 2 number of key areas for concem. These
concerns have been echoed in statements by the President, who has
announced the establishment of a new cyber security directorate within the
National Security and Homeland Security Staff. In his announcement he said,
“It is now clear that this cyber threat is one of the most serious economic and
national security challenges we face as a nation.” He said that we “were not
as prepared as we should be” and that we had not invested sufficiently in
protecting our digital infrastructure, which he described as a strategic asset.

= The Secretary of Defense announced in June 2009 the creation of a new

multi-star multi-service cyber command as a subunit of U.S. Strategic

- Command. It will be led by the National Security Agency (NSA) director.
Among other things, it will coordinate both defensive and offensive activities,
something the Defense Science Board has been arguing for over the past
several years. NSA likened the need for protection of cyber space to the
nearly 200-year-old Monroe Doctrine, which provides declaratory statements
about those who would interfere with nations in the Western Hemisphere.

= Senate legislation in April 2009 pushed aggressively to dramatically escalate
U.S. defense efforts against cyber attacks, including empowering the
government to establish cyber security rules for private networks.

= The Pentagon announced plans to develop a simulated cyber world in which
to try out and measure the potential effect of cyber weapons of mass
destruction of tomorrow.

=  The military service academies are conducting cyber war games as part of
their curricula and training. These activities are expected to be extended
more aggressively than is current practice to service and joint exercises and
war games.

Although these efforts show greater attention being paid to the potential for cyber
attack and what to do about it, it is still much too early to determine what the impact and
efficacy of this increased attention will be. Hopefully it will push beyond bold statements
and bureaucratic actions, but in any case, it is a promising sign.
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What Needs to be Done?

Prevention and mitigation are possible, but necessarily involve a
wide range of actions aimed at making cyber attacks more difficult and
reducing the likelihood of success. Tradeoffs among capability, security,
access, and assurance must be made within a risk-management
framework since these performance factors typically present competing
requirements. The risk management framework should be based on
DOD mission priorities and values, but this has never been done well,
despite more than a decade of risk management discussions. It is not
possible to protect everything all the time. At the same time, risk
management in a cyber environment cannot always emphasize security
alone. The upside of net-centricity—the ability to conduct operations
faster and achieve objectives with fewer casualties—needs to be an
integral part of the risk management framework.

Prevention

A key step in preventing surprise is to understand adversary
capabilities and intentions. The potential “penetrator” must himself
be penetrated, and not solely by cyber means. All disciplines of
intelligence, especially human intelligence and signals intelligence,
must be brought to bear and then correlated to understand present and
future threats in cyberspace.

Ideally, a cyber attack can be deterred before it even begins.
A variety of games and studies suggest it is very hard to compel or even
persuade an adversary to give up information-gathering activities in
cyberspace once they have begun—the combination of clear attribution
and coercive tools to increase the cost above the gain is not often possible
in this domain. Similarly, since barriers to entry are so low and the
potential utility so high, it is hard to dissuade a nation or non-state actor
from acquiring cyber capabilities. Thus, deterrence of unwanted behavior
in cyberspace has become the focus of several intense reviews. The
emphasis is not to try to deter cyber attacks solely through cyber means,
but to combine the full instruments of national power—military,
information, diplomatic, legal, intelligence, financial, and economic—to
bring pressure or impose costs or doubts on an adversary.
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The U.S. military’s shift to become more “net-centric” is providing
significant operational and tactical advantages in many different
environments. However, this brings with it increased dependence on
the network and its data and, therefore, increased vulnerability.
Adversaries understand this, and the Department’s networks, people,
and processes are under almost constant pressure. Yet, too many
leaders still treat the network as a technical capability that primarily is
the province of the “techies.” Worse yet, some consider it as an
administrative support mechanism that should be transparent to users.
On one level, this is true—users should not have to be experts in the
high-tech processes of installing patches or reconfiguring hardware. But
there is a more central issue tied to the use of the network in leveraging
war fighting capabilities.

Fundamentally, the network has become a combat capability,
and it needs to be treated with the same attention as other major
weapon systems.4 As network-enabled capabilities are deployed,
changes need to be co-evolved across the full range of doctrine,
organization, training, material, leadership, personnel, and facilities
(DOTMLPF) to execute network-centric operations. The network needs to
be operated securely and defended when under attack, and the
information on the network needs to be managed effectively. This issue is
not simply a technical one. The people, processes, and technologies need
to be resourced sufficiently to outpace a rapidly evolving threat.
Moreover, given the interdependence of networks and the functions of
national security, a “whole of government” effort is needed, as well as
partnership with the private sector. The Critical National Cybersecurity
Initiative has begun to address these issues, but in fact it really only has
just begun. It is essential that the initiative be sustained and resourced so
that capabilities and products are actually delivered.

The provenance of hardware and software needs to be
addressed throughout the product life cycle. DOD systems depend
heavily on globalized COTS components. Too often, security activities
focus on the operational phases of a product’s life, but the globalized
supply chain demands that security be addressed at each step from

14. Defense Science Board 2006 Summer Study on Information Management for
Net-centric Operations, Volume I: Main Report (Office of the Under Secretary of
Defense for Acquisition, Technology, and Logistics: Washington D.C.) April 2007.



SURPRISE IN THE CYBER DOMAIN | 43

concept development through end-of-life disposal. Since both processes
and personnel can introduce vulnerabilities that may stay dormant for
extended periods, both need to be examined. For example, the complexity
of hardware and software products hides both intentional and
unintentional vulnerabilities. Critical system components need special
attention from a security point of view, and personnel vetting should
extend to people who provide the capabilities, as well as those who

operate and oversee them,

Information technology operations need to be assured

through a comprehensive approach at several levels:

The characteristics of the services to be delivered must be
specified. Commercial service level agreements (SLAs) provide a
basis, but DOD tends not to observe the conditions of SLAs.
Often DOD chooses frugality over needed performance and
security until the system breaks.

Assurances are needed with regard to people. These often aren’t
addressed in SLAs related to information technology operations.
For example, DOD at one point engaged with a WebEx service
[Internet-enabled conferencing and collaboration] that was
partly operated in and through China.

Operational networks depend on every operator being
trustworthy. Once on the inside, there are few checks and
balances. This is not realistic, and poses exceptional risks in the
case of malicious activity by cleared insiders, or by outsiders
who have succeeded in getting a presence on the network.

Not only do sensors need to monitor activities on the network
in near-real-time, but means need to be in place to detect
anomalous behaviors, recognizing that this is very hard against
a skilled, patient adversary. In some cases, solutions like two-
person integrity need to be implemented, with “no-lone zones”
at critical nodes.

Non-DOD-specific contract vehicles or “masked” acquisition
channels provide one level of protection from attempts to target
our supply chain. For example, targeting a blanket DOD
personal computer (PC) acquisition vehicle and its associated
production line could provide a lucrative, and reasonably-sized,
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target for adversaries. Expanding the procurement of PCs for
the Department to a larger number of commercial suppliers,
without identifying specific DOD ties, makes the target
environment much broader and, therefore, much harder to
exploit.

* Help desk information can provide insights to adversaries. For
example, a raft of calls to a router supplier help desk with
escalating priorities from a specific individual, set of individuals,
or government organization representative would likely indicate
an outage or problem affecting an important operational
capability. This could be exploited in at least two ways. One is by
indicating a loss of U.S. operational capability that could be
exploited opportunistically to support an adversary operation.
The second is to provide indications that an exploitation
perpetrated by an adversary has been successful. Interestingly,
simply knowing that the calls have been made from a location
over some period of time may be sufficient to alert an adversary;
the content of the calls need not be known. In order to prevent
these kinds of exploitations, help desk support to DOD entities
should remain in the United States, protected (to the extent
possible), and manned with vetted personnel.

The network also has to be defended on several levels. The
foundational step is to characterize and manage “normal” operations.
Network mapping and discovery should be a routine part of network
operations activities. Tools should be available and used routinely to
provide resources as a function of demand.

Defenders must be knowledgeable about current tradecraft.
Classification related to cyber issues has made this harder than it needs to
be. Many technical or social engineering techniques that are considered
classified by the government are well known in the hacker community.

Strong authentication and identification are essential. The role of
biometrics needs to be considered carefully, including downsides like
unchangeable characteristics. The ability to drive out anonymity would
aid significantly in establishing dynamic communities of trust in
response to operational needs. This, however, is a double-edged sword,
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since it complicates operations and makes it more difficult to gain

access on those missions that require anonymity.

Cyber capabilities need to be more robust and enhancements
need to proceed along several parallel paths:

Capacity should be provided beyond expected needs. Networks
are often unprepared for surges or future requirements. Excess
capacity is an underlying tenet of successful network protection
efforts in the commercial world.

Diversity should be built into the networks, support equipment,
and operating systems. Heterogeneous approaches make it
harder for the attacker and provide opportunities for graceful
degradation. Diversity also provides some buffer against the
cascading effects caused when complex, adaptive systems that
are too tightly coupled begin to fail.

The ability to rapidly reconfigure the network and reconstitute
capabilities under stress should be part of the network design
and operations strategy.

The network should have classified war reserve modes, with a
control channel that’s “out of band” from the normal network
(see last bullet below).

Critical subsystems and applications should have higher levels
of assurance, with robust designs that incorporate “trusted”
electronics.

The netwoi‘k should be able to operate in degraded modes, with
protected “high security” islands.

Functionality needs to be balanced with security. COTS products,
in particular, may provide more functionality than government
users need, but offer inadequate levels of security against a
determined opponent. Configuration control is important. At the
same time, care needs to be taken not to impose so much security
that the mission cannot be accomplished, or that workers are
driven to develop “workarounds.”

There should be a separate network for information assurance
battle management, reconstitution, authentication key



46 | CHAPTER 1-4

management, out-of-band signaling, and service level agreements
with enforceable definitions. This also could serve as the control
channel for war reserve modes.

The U.S. derives significant advantage from having world-class
cyber assets and capabilities in the country, and these should be
maintained. These U.S. advantages apply in two broad areas: physical
assets and intellectual capital.

Having Internet service providers (ISPs), switches, connectivity, and
databases on U.S. soil provides clear lines of enforceable legal authority
and responsibility across a spectrum of activities. It also provides
opportunities for support to law enforcement and intelligence. Some 80
percent of global communications traffic currently runs through U.S.
nodes, but some of this traffic, and the key nodes, are beginning to move
offshore. Thus, government policies and practices should encourage the
continued operation of key communications and computing nodes
inside the country.

Equally important is U.S. market leadership in cyber-related products
and services, and research and innovation in the information technology
sector. Research should be focused on high-leverage solutions such as
identity management, encryption, deep packet inspection, and tagged
security architectures. The U.S. should actively influence next generation
computer and internet design. A growing concern is the lack of basic
research investment in this and other sectors—the nation is still living off
the fruits of research from the 1970s and 1980s.

DOD itself—indeed government in general—must recruit, train, and
retain a skilled cyber workforce. Modeling and simulation can be
leveraged, and closed networks are emerging on which much better
training can be done. Cyber tactical and operational skills will become
as, or more, valuable in future warfare as more conventional specialties
are today.

Mitigating Cyber Surprise

Cyber attacks are hard to detect and to characterize, but detection and
characterization must become a fundamental capability if cyber surprise
is to be mitigated. Actually, the word “attack” is very often over-used. The
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Joint Task Force, Global Network Operations, recognizes different
categories of cyber incidents, ranging from probes to activities that gain
root access. Although DOD computers are continuously probed, and
sometimes exploited or compromised, it is hard to distinguish between a
“crime” and an “attack,” even if anomalous events are detected. Steps
need to be taken in three broad areas:

1. Collection and exploitation of operational data

2. Distinguishing anomalous behavior of systems, equipment and
people

3. Strengthening tools for attribution, including both technical and
legal tools for trace back, and developing an ability to follow
both social and technical trails

Other mitigation steps involve preparing for degradation along
the dimensions of availability, integrity, confidentiality, authentications
and identity, and trust. For example:

= Does my information technology have the capacity to support
the mission? (availability)

= Are my data correct? (integrity)
= Are my secrets safe? (confidentiality)

= How far can/should I trust the identities of teammates I can’t
see and/or don’t know? (authentication)

= How confident am I in the answers to these questions? (trust)

Plans and exercises should incorporate realistic degrees of
degradation in each of these dimensions to understand how to live with
less than perfect answers to all the questions above, to figure out how
these dimensions interact with each other, and to learn how to restore
trust when it is lost.

Capturing forensics information for attribution and
distinguishing anomalous behavior is a key to viable mitigation and
recovery strategies. Once an attack has been detected, a commander
must be able to reconfigure and reallocate resources to continue the
mission. Several key steps that should be taken include:
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Taking advantage of emerging technologies designed specifically
for resilience, such as ad hoc networking and peer-to-peer.
Many of these introduce new security issues that must be
balanced with their advantages, but they need to be considered.
The emerging project at National Defense University known as
“Social Software for Security” (S3) seeks to facilitate government
use of these approaches, taking a clear-eyed view of both their
opportunities and challenges.

Coordination with theater and combatant commanders. Actions
to mitigate risk, such as imposing “minimize” on
communications to limit users and reduce traffic, provide
significant benefits for operations.

Architecting the network such that sessions can be prioritized
and delivery of critical information is guaranteed. This
requirement is facilitated if the network has been provisioned
with excess capacity as recommended above.

Overall, the goal of mitigation measures should be to achieve

“mission assurance,” vice “information assurance.” In other words, the

commander must be assured of continuous operations under all levels
of attack. Capabilities should degrade gracefully. A prerequisite is to
understand the behavior of the network under various levels of

degraded conditions—an area that needs significant research. Users
need to be able to move up and down among network classification
levels during periods of degradation.

Managing Cyber Surprise

Figure 1-1 offers a framework for handling cyber surprise in the

context

of strategy, plans, and preparations. It also provides an

assessment of current readiness. Three cases are addressed:

1.

2.

3.

prevent surprise (influence, uncover, eliminate)
deal with surprise (stabilize, mitigate, recover)

create surprise (adapt, reverse, reshape)
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Influence Uncover Stabilize Mitigate Adapt Reverse Reshape
Eliminate Recover

Detect Attack Support |0 through cyber
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varying degrees of
degradation

Assure Hardware and
Software Provenance
throughout Lifecycle

Deter Attacks

Figure 1-1. Managing Cyber Surprise

Of the 16 capabilities examined during this study, two were
considered “green” (satisfactory), five were “red” (unsatisfactory), and the
rest “yellow” (not ready, but some progress being made). “Green” areas
included understanding an adversary’s capabilities and supporting
information operations through cyber deception. The five “red” areas are:
understanding an adversary’s intentions, enforcing needed hardware and
software provenance, deterring attacks, detecting attacks, and planning
and exercising with varying degrees of degradation.

The remaining areas, judged “yellow,” are:

= encouraging the [continued] operation of key communications
and computing nodes in the United States

= maintaining U.S. leadership in information technology
= assuring information technology operations

= defending the network

= strengthening robustness

= capturing forensic information

= reconfiguring and reallocating resources

= preventing enemy actions through cyber-intervention

=  co-opting cyber attacks
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What Prevents Us from Taking Action?

The question remains: If we understand the criticality of the nation’s
information infrastructure and know some of the necessary preventative
and mitigating measures, why aren’t adequate steps being taken? The
bottom line is that preventing and mitigating cyber attacks is difficult and
expensive and cuts across every individual entity within the DOD as well
as virtually every other governmental agency. But other factors play a role
as well—many related to risk mitigation tradeoffs. The principle factors
among them are discussed in this section.

Reducing vulnerability to cyber attack is really hard and
likely expensive. The overarching reason behind the nation’s continued
vulnerability in cyber is the deeply complex nature of its constituent
hardware and software—a complexity that stretches the bounds of human
understanding and is unlikely to be fully understood for decades to come,
if ever. Indeed, its complexity continues to increase at an exponential
pace. An attacker has an almost infinite range of possibilities within this
vast domain to attack remotely or from within a system itself, or to insert
malicious code or hardware modifications. The defender has little chance
of finding hardware or software modifications or detecting an attack, and
even greater difficulty in attributing the activity. In short, this is a really,
really hard problem and even moderately effective preventive measures
are likely to be quite expensive. It would be easy to conclude that nothing
can be done and save the effort and money—though we assert that that is
not the right conclusion.

The perception is that the nation has not been badly hurt,
yet. In the face of this great complexity and expense, there is the
perception and rationalization that the nation has not yet been badly hurt
by a cyber attack. In spite of the continuing rain of low-level hacker
intrusion attempts against all military and commercial systems, many
administrators believe that these systems have never been breached or
that they have never suffered serious damage. Over time, administrators
become increasingly confident of the invulnerability of their systems and
become somewhat complacent. However, this confidence is unwarranted.
Given the difficulty of detecting attacks, they might not realize or
appreciate their vulnerabilities. Moreover, these low-level attacks, usually



SURPRISE IN THE CYBER DOMAIN | 51

from hackers, do not reveal the vastly greater capabilities in the cyber
arsenals of nation-state adversaries or well-organized non-state actors.

There are no objective measures of success, and the final
reckoning comes only at wartime. How does the nation know how
well it is doing at defending against cyber attacks? Unfortunately, today
there are no objective metrics to quantify progress or to do cost/benefit
analysis, although we argue that such metrics should be developed to
whatever extent possible. Absent these metrics, the reckoning comes in
wartime, when the adversary employs the tools and techniques reserved
for such contingencies. Only then might it be possible to discover the
true effectiveness or ineffectiveness of U.S. defensive measures.

There is no means to differentiate between what is strategic
and what is merely important. The difficulty in prioritizing threats is
a pervasive conundrum. We as a nation are convinced that cyber poses a
critical strategic threat—indeed some believe that it is the only “known
surprise” that has the potential of completely disabling U.S. military
capability. Yet, cyber is only one of many potential threats clamoring for
funding and support, and even within the cyber environment itself there
are myriad approaches competing for limited resources. Until very
recently, no serious integration and coordination of cyber effort existed.
Therefore, it is particularly difficult in cyber, where the nation has not yet
experienced expert attacks from nation-states, to apportion and prioritize
resources and approaches.

We don’t learn well from government or commercial
experience. The stove-piped organizations that largely exist today
inhibit information sharing within government. There is also much to
be learned from commercial industry, where there is considerable
experience in defending attractive financial targets. Unfortunately,
much of this experience is kept secret in order to prevent embarrass-
ment, inform competitors, or empower attackers.

Defense is not often well-informed by the offense. Many
system architects and administrators are unaware of the true capabilities
of expert attackers. Although the government employs many such experts
in offensive cyber warfare, classification, some legal issues, and
organizational barriers often prevent this expertise from being shared
with defenders.
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Industry sometimes has no business case for increased
information assurance. Absent regulation, industry only
implements capabilities for which there is a strong business case. For
example, a switching center might constitute a point of vulnerability in a
commercial network being used by DOD. But the construction of a
geographically-diverse backup center would be expensive and would not
bring in commensurate revenue to the carrier. Thus, the carrier would
not be incentivized to construct such a center, in spite of its potentially
vital role in providing information assurance.

The majority of the political leadership does not
understand the cyber problem or domain. Ultimately, the purse
strings are controlled by the political leadership. Although many are
computer literate, deep understanding or appreciation for both the
criticality and vulnerability of the country’s cyber capability is largely
absent, and thus prevention and mitigation become secondary to other
more visible and understandable threats.

We as a nation consistently emphasize what we know how
to do, rather than balancing all attributes. There is an old and
oft-repeated saying, that to a hammer all the world looks like a nail. In
the cyber domain, the hammer is often seen as encryption for
confidentiality. Thus, there is an assumption that if data are encrypted,
the network is secure. Unfortunately, this is far from true.

Steps towards an international control regime would
expose a “say-do” gap. The problem of defending the U.S. cyber
infrastructure is so deeply complex that, in spite of the great difficulties
in effecting deterrence, it must be seriously considered. One approach
to deterrence, mentioned previously, is to encourage an international
control regime. However, this would expose the nation’s own offensive
program to scrutiny.
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Conclusions and Recommendations

The Operations Panel of this study has several recommendations
that will improve the nation’s cyber posture.

RECOMMENDATIONS: CYBER SURPRISE

Chairman, Joint Chiefs of Staff, direct a series of exercise activities to
improve operational understanding of the criticality of information
systems to warfare. These should include:

= Conducting regular exercises under degraded conditions, with the
conditions of degradation being iterated and made more severe
from year-to-year.

* Promulgating tactics, techniques, and procedures and rules of
engagement to assure mission success under degraded cyber
conditions.

= Developing and implementing approaches to re-establish trust
after network degradation.

* Providing definitions of the necessary and affordable
characteristics of network service levels, and under what
conditions and for which missions.

= Establishing objective measures of success for all information
technology mission capabilities to inform architecture and
engineering decisions (availability, utilization, and scalability)

DOD direct a series of activities to increase adversary resistance of critical
information systems (and other critical infrastructures that depend on
information systems) through a series of activities. Such steps should
include:

» Strengthening deterrence through improved detection and
attribution methodologies.

* Increasing the competence and trustworthiness of the cyber
workforce.

s Directing consideration of provenance within a global supply
chain for the acquisition of all hardware and software.
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Evolving towards pervasive, strong authentication and identi-
fication capabilities.

Building a separate network for information assurance battle
management, reconstitution, authentication key management
and out-of-band signaling.
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Chapter 1-5. “Surprise” in Space

Space is another area in which “known” surprises may arise. The use
of space has become increasingly important to the United States and
many of its peacetime and wartime capabilities depend on accessibility
to space. Thus, denial of that accessibility presents an opportunity to the
nation’s adversaries, introducing vulnerabilities that can lead to
surprise. The importance of space is well documented in policy. On
August 31, 2006, the President signed a new National Space Policy
initiative, which highlights the importance of space to the nation and
presents goals for our country’s space activities. This policy has been
relatively constant since 1996, and in principle, for decades.

One key assumption underlying this policy is that the nation can
ensure the continued availability of several key capabilities, including
strategic and tactical communications; missile warning; and position,
navigation, and timing (PNT). It is also critical to assure the proper
integration of systems across the national security space domain, as well
as with air, land, sea, and cyberspace, and to ensure the viability and
proficiency of the nation’s space professionals.

U.S. Dependence on Space

The United States relies on space capabilities not only to meet the
needs of joint military operations worldwide (Figure 1-2), but to support
the nation’s diplomatic, information, and commercial efforts as well.
Because of this, it is important that national security space operations
and space professionals are integrated into all aspects of peacetime and
wartime operations—providing robust and responsive space capabilities
around the globe.

Commercial communications satellites are providing direct support
to war fighting forces. Recent data indicate that over 80 percent of the
satellite communications used in U.S. Central Command’s area of
responsibility is provided by commercial vendors.
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Communication

A

Figure 1-2. Importance of Space in the 215t Century

U.S. public and commercial sectors also rely on the access and use
of space capabilities in many areas of everyday life. From banks and
financial institutions employing global positioning system (GPS) timing
to synchronize their encrypted computer networks to forecasting severe
weather, America is increasingly dependent on capabilities from space.
The space community continues to provide continuity of service in
key areas, while simultaneously working to modernize and recapitalize
the aging space fleet and infrastructure to address the future space
environment.

Globally, the rate of change of technology in the 21st century and the
number of nations directly engaged in space continues to increase. The
capacity to contest space operations and capabilities is also growing.
Space can no longer be considered a “safe haven” or “sanctuary.” Recent
Chinese testing of a kinetic anti-satellite weapon demonstrated an
ability to challenge, disrupt, or destroy space assets and capabilities.
This test also raised global concerns over space debris and the debris’
potential to collide with space assets in, or traversing through, low earth
orbit. Thus, space situational awareness (SSA) has become increasingly
important to provide the visibility needed for a better understanding of
activity in space. The nation must continue to work to protect its space
capabilities in a potentially hostile environment.
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Other surprises have occurred in space. Besides the China test on
January 11, 2007, with a missile kinetic kill of one of its own spent
weather satellites, Libya successfully jammed communications satellites
in the 1990s. And as far back as the early 1960s, there were satellite
failures related to Project Starfish that produced radiation enhancement
of the Van Allen belt. The United States created a recent surprise of its
own in 2008, with the successful destruction of a National
Reconnaissance Organization satellite with a Navy Standard Missile-3
(SM-3) interceptor.

What is Being Done?

Many prevention and mitigation activities related to U.S. space
capabilities are ongoing today; some are described below.'s Among the
most prominent are the following;:

= A Space Situational Awareness Roadmap has been submitted to
Congress.

= A Space Protection Strategy has been developed.

= Initial efforts at addressing continuity of service for strategic
communications; missile warning; and position, navigation, and
timing are underway.

= The Operationally Responsive Space Office was established in
May 2007.

Integration

Integration and collaboration across the national security space
community—across functional areas such as ISR and across organizations
within DOD, other government agencies, industry, academia, and
Congress—is extremely important. Integrating architectures and
protection of space assets are also become increasingly important as
systems become more capable of dynamic tasking and mutual cueing.

Several forums and dedicated organizations are in place to help. The
Space Partnership Council, with membership from organizations across

15. Related published reports include an Operationally Responsive Space Progress
Report to Congress (Summer 2008).
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the national security and civil space communities, is helping to share
best practices, avoid duplication, and support integration of space
activities. The U.S. Strategic Command has established the Joint
Functional Component Command for Space (JFCC SPACE), headed by
the Fourteenth Air Force Commander at Vandenberg Air Force Base.
This action provides a single commander, with a global perspective,
enhancing functional integration for the command and control of the
nation’s space-based assets.

Launch

The United States recently accomplished its 58th consecutive,
successful national security space operational launch—a national
record. A continuing commitment to mission assurance and exacting
attention to detail is necessary to help enable assured access to space.

Missile Warning

Space-based infrared sensing capability (e.g., missile warning,
missile defense, technical intelligence, and battlespace characterization)
remains a critical requirement. In addition to the current Space-Based
Infrared System (SBIRS)-High program, work should begin on the next
generation of infrared surveillance systems. It is important to develop a
range of options to ensure that the nation’s missile warning capability is
both sustainable and responsive. For example, developing options based
on wide field-of-view focal plane arrays for the “SBIRS-type” missions
could potentially be fielded on smaller satellites to provide a more
responsive capability.

Each operational capability area, such as missile warning, should
have an investment strategy and portfolio that goes beyond the current
program of record, to include needed work to support sgccessive
generations of improved technical capability for space and ground
elements alike, as well as for end-user equipment.

Communications

Both continuity of service for strategic communications and manage-
ment of an ever-increasing demand for high bandwidth capacity are
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essential. The Advanced Extremely High Frequency (AEHF) program, the
follow-on to the Military Strategic and Tactical Relay (MILSTAR)
program, successfully completed its first end-to-end communication test
with legacy MILSTAR terminals in June 2006, and is scheduled for first
launch in 2010. The Wideband Global SATCOM (WGS) system has begun
to provide high capacity communications in the X-band and the KA-band
frequency range. The first WGS satellite, launched in October 2007, is on
orbit and operational. The second (of six total satellites), WSG-2, was
launched in April 2009 and WSG-3 was launched in December 2009.
Australia has entered into a partnership with the United States to receive
high bandwidth capability from WGS and has provided key funding for
the WGS system. Participation of U.S. allies in cooperative space
programs should become increasingly important.

Position, Navigation, and Timing

Continuity of position, navigation, and timing capability is critical
for military, civil, and commercial applications, and GPS is the world’s
standard for space-based PNT. Using GPS, military and civilian users
can access highly accurate, real-time, all-weather, position, navigation,
and timing data 24 hours a day, 7 days a week. Assured GPS capability
is crucial to the success of many missions, from humanitarian relief to
weapons employment, and the Air Force is committed to continuity of
this critical service. To that end, the United States should continue to
make improvements to the constellation—including new civil signals,
more jam-resistant military code, new receivers, and increased
accuracy. In 2006, interagency coordination was strengthened through
an active National PNT Executive Committee, co-chaired by the Deputy
Secretaries of Defense and Transportation, and the stand-up of the
National PNT Coordinating Office.

PNT needs for the war fighter are being addressed through increased
power and signal improvements to eight GPS IIR-M satellites (three on
orbit and five awaiting launch), twelve GPS IIF satellites, their ground
control systems, and associated user equipment. Together these actions
will deliver higher power and improved anti-jam capability.

Anticipating future needs, the Joint Requirements Oversight Council
validated the GPS III requirements to include increased power beyond
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GPS IIF, an L1C signal, enhanced cross-links, and spot beam capability.
These capabilities will enhance current GPS capability, and are planned
to be delivered incrementally, or in “blocks.” The first block, GPS IIIA,
will incorporate GPS IIF capabilities plus a tenfold increase in signal
power, a new L1C civil signal compatible with Galileo [a global navigation
satellite system], and a growth path to future blocks. GPS IIIB will then
incorporate enhanced cross-links capability, and GPS IIIC will provide
spot beam capability.

Space Situational Awareness

Space situational awareness is the foundation for space protection
strategy and includes systems such as the Rapid Attack Identification
Detection and Reporting System (RAIDRS) program, the Space Fence,
and the Space-Based Surveillance System (SBSS).

RAIDRS develops ground-based systems that rapidly detect, locate,
characterize, identify, and report interference with DOD-owned and
DOD-used space assets, and it is being developed via a block approach.
The initial capabilities should be able to detect and geo-locate satellite
communications interference via fixed and mobile ground systems, with
follow-on blocks planned to provide automated data access/analysis,
data fusion, and decision support capabilities.

The Space Fence is planned to replace the aging Air Force Space
Surveillance System (AFSSS) with a system of three sites worldwide and
will use a higher radio frequency to detect and track smaller-sized space
objects. It would expand the terrestrial-based detection and tracking
capability, supporting space situational awareness while working in
concert with other network sensors.

Building on the Space-Based Visible (SBV) technology demon-
stration, the SBSS program is planned to deliver optical sensing
satellites to search, detect, and track objects in earth orbit, particularly
those in geosynchronous orbit. Surveillance from space will augment
ground sensors with 24-hour, all-weather search capability. SBSS is
planned to be fielded as a pathfinder capability to replace the aging SBV
sensor and, as a follow-on block of surveillance satellites, is then
scheduled to provide increased worldwide space surveillance.
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To address the rapidly evolving space environment, acceleration of
these programs and development of needed, additional future
capabilities are warranted.

Efficient Acquisition

The space acquisition approach should continue to emphasize
integration and collaboration among interested parties in all stages of the
acquisition process. A goal is to create partnerships within the space
community which are critical to this community’s success. The military
should provide well-coordinated requirements, vetted through operators,
acquirers, and logisticians. The government acquisition community,
working with industry, must assure that technology is mature and that
systems engineering and manufacturing capabilities are in place to
deliver systems that meet requirements—on cost and on schedule—with
appropriate funding stability.

The “Back to Basics” initiative remains a key construct to improve
space acquisition. This initiative promotes a renewed emphasis on
increased discipline in the development and stabilization of
requirements and resources, engineering practices, and management,
as well as a more deliberate acquisition planning strategy. A goal of
funding to a cost estimate at the 80 percent confidence level also helps
ensure successful space acquisition program execution. For most space
systems, a “block approach” acquisition strategy that is focused on
delivering capability through discrete, value-added increments is
encouraged. Programs with defined, executable block strategies should
reduce production risk, deliver incremental capabilities to the war
fighter sooner, maintain continuity of service, and enable resources to
be applied—thus providing additional capability options consistent with
the 21st century space environment.

Operationally Responsive Space

In 2006, the Air Force established the new Space Development and
Test Wing, headquartered at Kirtland Air Force Base, New Mexico,
located next to the Air Force Research Laboratory’s Space Vehicles
Directorate. The organization focuses on the development and testing of
smaller satellites/orbital assets, with the goal of increasing innovation
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and speed, to rapidly transition ideas to fielded capabilities. A joint
Operationally Responsive Space (ORS) office was stood up in May 2007
nearby to support coordination and integration across the national
security space community. The ORS efforts include developing the
ability to launch, activate, and employ low-cost, militarily useful
satellites that can provide surge capability, reconstitute or augment
existing constellations, or provide timely availability of tailored or new
capabilities. The ORS construct should support an increased ability to
transition rapidly from experiment to operational capability.

A broader view of ORS is a tiered capability consisting of spacecraft,
launch vehicles, and ground segment to deliver a range of space effects
to the war fighter. Additionally, this broader view combines existing,
ready-to-field, and emergent systems that are focused on reducing
development and deployment costs and schedule.

The first on-orbit experimental tactical satellite, TacSat-2, was
successfully launched in December 2006, with the launch of TacSat-3
following in May 2009. The TacSat-2 satellite was developed quickly
and cost effectively, carrying several experiments to test cutting-edge
capabilities to support the war fighter. The TacSat-2 team demonstrated
“responsive” capabilities by efficiently integrating the satellite and
launching on a Minotaur booster (Minuteman derivative) within seven
months of ordering the booster.

What Needs to be Done?

Although the previous section describes a number of recently
initiated or planned activities to strengthen the resiliency and surety of
U.S. use of space, most of these activities have either yet to produce an
actual capability or have not proceeded very far beyond the planning
stage. Moreover, they are not yet well integrated, nor are they funded at
a level to ensure robust defense and/or reconstitution of assets in space.

The study members believe that a greater sense of urgency should
be placed on these activities, as well as on others outlined below but not
yet initiated. U.S. dependence on space, the existence of serious
vulnerabilities, and the widespread knowledge and capabilities to
challenge the nation’s use of space all conspire to make this a very
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serious problem. The potential denial of some critical space capability
should not come as a surprise, yet if the United States fails to act
decisively, it no doubt will.

Implementation of the Space Situational Awareness Roadmap
(excepts from the roadmap’s executive summary are provided in
Appendix 1-A) would be an important basic step toward reducing
uncertainty and informing operational investment options to help
prevent or mitigate surprise in space. But there are many other steps
that should be pursued as well—actions that build from the current
activities and that must be implemented with the sense of urgency
described above.

* Implement a converged/unified view for a more robust national
security space architecture.

* Accelerate improvement to space situation awareness, including
surface-based, space-based, and common operating picture
capabilities.

= Regularly include degraded space environments in war games
and exercises. In some cases, exercise to the point of breakage,
so that military forces can learn what true vulnerabilities exist
and how to work around them. Use the combination of
exercising and red teaming to inform each other.

= Develop options for robust launch capability.

= Establish a coordinated effort in the Department of Defense to
reduce mission-critical reliance on space capabilities by
providing some ground-, sea-, and air-based alternative
workarounds.

Space Professionals/Workforce

Another area where a great deal of attention is needed is in
maintaining and building a cadre of space professionals in the military,
civil service, and industry, as these individuals serve as the foundation
for future space capability. Some of the most space-experienced
personnel will soon be eligible to retire, so it is critical to attract and
retain technically skilled people to maintain the technical foundation
and essential skill sets required to accomplish the nation’s space
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missions. Better cross-functional assignment practices to more
effectively match individual competencies and experiences with position
requirements are also important.

The importance of space as a force multiplier underscores the
criticality of a strong industrial base that will be able to satisfy military
requirements, both now and in the future. The Space Industrial Base
Council is a forum to address space industry issues and bring together
stakeholders from across government to provide coordinated attention
and action on space industrial base issues.

The space cadre must be comprised of the most highly qualified
personnel possible. The National Security Space Institute (NSSI)
continues to be a DOD center of excellence for space education and serves
a diverse multiservice and governmental agency population. Additionally,
the NSSI, Air Force Institute of Technology, Naval Postgraduate School,
and other academic organizations continue to develop new distance
learning courses, making coursework available to a larger audience, and
allowing students to work and study simultaneously.

The significance of having a high-quality workforce will only grow as
the global development of space expands. Just as the block approach
provides a path for the development and maturity of technology, it also
provides the opportunity to develop future space leaders through
experience gained with increasingly complex systems. Hands-on
experience in building, launching, and operating spacecraft through
ORS and small satellite programs help develop technical instincts and
the experience base for effective program management in the future.

The National Defense Education Program provides additional
opportunities for scholarships in math, science, engineering, and
foreign language, with a focus on critical skills for clearable people. The
defense laboratories and product centers help sponsor the students and
provide mentorship for the next generation space leaders.

Conclusions and Recommendations

The United States critically depends on its space capabilities as an
integral part of military power, industrial capability, and economic
vitality. Our nation must continue to ensure continuity of services in
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critical areas such as missile warning; strategic and tactical
communications; and position, navigation, and timing. The members of
this study recommend a strong and urgent focus on strengthening and
integrating America’s space efforts, which include the following specific
recommendations.

RECOMMENDATIONS: SPACE SURPRISE

= DOD/U.S. Strategic Command formally state requirements for a

more robust space architecture (high/low mix):

»  Pursue improvements in space situational awareness—
surface, space-based, and an automated space common
operating picture

* Require rapid space reconstitution and augmentation
capabilities

»  Require non-space backups for missile warning, strategic
communications, and precision navigation and timing
capabilities (e.g., augmentation via high-altitude, long
endurance (HALE) systems and better weapon system
inertial measurement units (IMUs))

= Joint Forces Command incorporate realistic space degraded
environments into joint/combined war games and virtual,
constructive, and live exercises. Iterate lessons learned with
ongoing Service and combatant command red team and with the
Office of the Secretary of Defense (OSD), Office of Net
Assessment activities. )

= Based on the above, learn how, practice, formalize, and adapt
measures to fight through degraded space environments.

U.S. Strategic Command should take the lead in stating formal
requirements and vet those requirements through the Joint Capabilities
Integration and Development System (JCIDS) process. Representatives
from all affected government departments need to be involved in
drafting the requirements; however, the requirements should be
formalized within the DOD process.



66 | CHAPTER 1-6

Chapter 1-6. Preparing for Operational
Surprise

The spread of technology (Internet, I-Phone, etc.) and the emergence
of non-state actors on the strategic level (Al Qaeda) offer more
opportunities for operational surprise. However, without specialized
training, the typical operational commander will have difficulty
responding effectively to operational surprise, let alone creating it.

Creating Surprise

Creating operational surprise is highly prized, very difficult to
orchestrate, but, nonetheless, a critical discipline and technique to
develop—both at the operational and strategic levels. A key ingredient
embedded within operational surprise is the age old practice of
deception. Deception can magnify strength for both attacker and
defender, and is among the least expensive military activities in terms of
forces and assets. Surprise is easiest to create when the surpriser
reinforces what the adversary thinks and, then, acts contrary to it.
Perhaps the most successful strategic use of military surprise/deception
was Allied Plan Bodyguard—adopted in January 1944 to mislead Hitler
and the German Supreme Command about the place and time of the
allied invasion of France.

Creating strategic surprise is especially challenging. Indeed,
creating operational and strategic surprise requires one to undertake a
sequence of sophisticated, orchestrated events, all of which the
adversary must believe, while protecting one’s own assets (e.g. double
agents). In order to undertake such an endeavor, one must have a
sophisticated understanding of the adversary’s intelligence-gathering
processes and political/decision cycle—as well as the soundness of its
operational and tactical doctrine. Even with this information, plans that
rely primarily on deception or bluffing often fail.

Thus, this study concludes that creating strategic and operational
surprise will remain key ingredients for success on both the battlefield
and the political front. As a result, we recommend that the Secretary of
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Defense create a capability for developing strategic surprise. Specifically
we recommend that the Secretary task both the Under Secretaries of
Defense for Policy and Intelligence, and the Joint Staff, working with the
Office of the Director of National Intelligence, to create a tiger team to lay
out courses of action and a way ahead for establishing a standing strategic
surprise/deception entity. Once the initial work has been completed, all
parts of the interagency should be brought into this effort.

Yet this is but one component of the central recommendation that
emerged from the deliberations of this panel, namely that the United
States needs to elevate its capacity both to create and to cope with strategic
surprise. To do so requires marked improvements of existing capabilities,
principally in the realm of preparation, rather than execution.

It is our belief that the United States military is without peer in its
ability to visit surprise on adversaries at the tactical and operational
levels. Technology-enabled capabilities—such as stealth, network-
centric operations, precision strike, and a host of others—in the hands
of highly trained and competent forces provide the United States with a
capability that is both envied and feared by friends and adversaries. U.S.
military forces also have the inherent capacity to respond to tactical and
operational surprise. They are resilient, adaptable, and steadfast.
Nevertheless, tactical and operational excellence, while necessary, is not
sufficient, for the strategic challenges and opportunities that the nation
will surely face in the future.

Deception

One of the key capabilities required to create strategic advantage is
the ability to deceive one’s adversaries about plans, intentions, and
actions. Deception should be integral to any major operation or
campaign. Technology, no matter how sophisticated and available,
cannot erase the need for or utility of deception at all levels of military
activity. Yet, deception at any level is extraordinarily difficult, reliant as
it is on the close control of information, running agents (and double-
agents), and creating stories that adversaries will readily believe. At the
strategic level, effective deception requires interagency cooperation that
is tied to political policy objectives.
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In an era of ubiquitous information access, anonymous leaks, and
public demands for transparency, deception operations are
extraordinarily difficult. Nevertheless, successful strategic deception has
in the past provided the United States with significant advantages that
translated into operational and tactical success. Successful deception
also minimizes U.S. vulnerabilities, while simultaneously setting
conditions to surprise adversaries. Thus, strategic deception capabilities
and plans must perforce be highly classified—and buttressed by a
strengthened counterintelligence capacity.

Deception cannot succeed in wartime without developing theory
and doctrine in peacetime. Success requires understanding the enemy
culture, standing beliefs, and intelligence-gathering process and
decision cycle, as well as the soundness of its operational and tactical
doctrine. In order to mitigate or impart surprise, the United States
should develop more robust interagency deception planning and action
prior to the need for military operations. For support of the offense, a
plan needs to be developed to build up strategic departmental deception
activities with the required trade -craft, target expertise, and
counterintelligence aspects. To be effective, a permanent standing office
with strong professional intelligence and operational expertise needs to
be established. To support the defense, offensive means should be used
to shape and degrade emerging threats.

Avoiding and Responding to Surprise

The Department should pursue several areas to enhance its
capability to avoid and respond to strategic surprise. The most pressing
concerns involve: red teaming, war gaming, and counter-intelligence.

Red Teaming

Red teams are established by an enterprise to challenge aspects of
that very enterprise’s plans, programs, and assumptions. Many
historical examples of the United States suffering strategic surprise—
ranging from Pearl Harbor, to policy objectives unraveling in the
aftermath of the Tet Offensive during the Vietnam War, to the rise of
counterinsurgency after successful combat operations in Irag—have two
principal origins. The first is the inability or unwillingness of senior
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military and civilian leaders to challenge fundamental assumptions
underlying their strategies and plans. The second is the U.S. propensity
to believe that successful operations are the basis of strategy, rather
than the other way around. That is, understanding that operations are
only relevant in so far as they implement a comprehensive strategy
aimed at achieving a desired political end state. Challenging one’s own
assumptions is extremely difficult, particularly at the strategic level
where the political stakes are high. Therefore, it is critical to establish
processes that reduce risks and increase opportunities for success.

A viable red teaming process needs to be more than an ad hoc
activity. It needs to be a structured process that is executed by skilled
and effective team members and that has the strong support of senior
leadership. Effective red teams have several key characteristics. The
team members must be well educated, analytical, and steeped in the
culture of the target, issue, and environment. The red team must be
independent of influence from the bureaucracies involved but enjoy the
support and attention of senior leadership. And the process is used
during operational and/or developmental efforts.

Among the many capabilities of a red team, its members must be
able to challenge assumptions during planning, simulate enemy
capabilities at a high level of fidelity, create branches and sequels that
will stress planning to a point of failure, and then mentor/coach friendly
forces from enemy or competitor perspectives.

When conducted correctly, red team efforts should diminish the
possibility of surprise; increase the flexibility of thought, planning, and
execution on the part of the blue force players; accurately evaluate blue
force capabilities; and ensure/upgrade the validity of assumptions.

Red Teaming in DOD

Currently within OSD, red teaming is not consistently used and is
not consistently valued. Red teaming simultaneously requires uniquely
qualified and proficient participants (red teamers) and requires “blue
team” principals to ensure full value of the gaming effort. Furthermore,
red teaming is not uniformly accepted as accurate or relevant when
based on simulations used in developmental ventures. The challenge of
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addressing multiple enemies and environments makes accurate
simulation difficult.

DOD’s red teaming capabilities can be improved if there is an
increase in understanding of the value of red teaming across the
Department—something that will likely require the clear endorsement,
either by directive or direct involvement of the Secretary of Defense to
be taken seriously. It is essential that simulations for both training and
development be uniformly accepted and encouraged. Fundamental to
this is the requirement for a better trained cadre of red team players and
improved simulations of current low- to mid-intensity scenarios.

To initiate these improvements the Secretary of Defense should
issue a directive that offers general guidance on the value of red teaming
and that promotes the adoption of best practices. In addition, red
teaming must be taught at the appropriate level of professional military
education. Centers for red team development and support should be
established where appropriate.

Strategic Level Red Teaming

Red teaming at the strategic level, if properly employed, can save
leaders from becoming captives of their assumptions and visions. As the
2003 DSB task force on DOD red teaming activities noted, effective red
teaming promotes “wider and deeper understanding of potential
adversary options and behavior that can expose potential vulnerabilities
in our strategies, postures, plans, programs, and concepts.” Red teams
can provide a hedge against the social comfort of “the accepted solutions”
and, thus, guard against bias and conflict of interest. Furthermore, at the
strategic level, red teams can provide a “hedge against inexperience.” To
be comprehensive, red teaming must competently perform three key
functions: “surrogate adversaries and competitors of the enterprise,
devil’s advocates, and sources of judgment independent of the
enterprise’s ‘normal’ processes.”*

The selection of strategic level red team members is perhaps the key
ingredient in an effective process. They must be highly respected,

16. U.S. Department of Defense, Report of the Defense Science Board Task Force on
The Role and Status of DOD Red Teaming Activities (Washington D.C.: Under
Secretary of Defense for Acquisition, Technology, and Logistics) September 2003.
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critical thinkers who have credibility within the Department. In many
ways, these red team members become mentors and coaches to the
senior leaders they are advising. That said, they must be independent,
but trusted, agents who are able to step outside of the press of events to
provide what in all likelihood will not be popular interventions. Thus,
the fundamental role of red team members is to challenge strategic
assumptions, not to validate plans.

Currently, at the strategic level (Joint Staff and above) in DOD today,
there is an inadequate standing capability to challenge assumptions and
visions during strategic planning. There is little ability to quickly and
effectively simulate adversary and competitor capabilities at the strategic
level. Additionally, there is the ongoing challenge of creating and
sustaining consistent interagency participation at the appropriate levels.

Effective strategic red teaming should include a standing body of
interagency and extra-governmental teamers chartered to operate
independently of “normal” processes. This will require a standing source
of current, experienced, and qualified red teamers. This team must focus
on a process that explores the possibilities, challenges assumptions and
conventional thinking, and stresses the conduct of operations. It must not
just validate plans.

To begin this process, DOD should take the lead in creating strategic
interagency red teams in the most probable areas of catastrophic
surprise (cyber, space, nuclear, and perhaps bio). These efforts must be
sustained by a small corps of trained and relevant red team members
established by the Secretary of Defense—members with expertise as
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